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SECURE ACT MANDATES DISCLOSURE OF PROPRIETARY BUSINESS INFORMATION AND MAKES SMALL 

BUSINESSES VULNERABLE TO CYBER CRIME 
 
Summary: 
The US Department of Labor is publicly disclosing customer lists of certain 401k plans (including federal 
employer identification numbers or FEINs), thus revealing proprietary information and creating the real 
potential for cybercrime.  
 
Background 

 Professional employer organizations (PEOs) provide payroll, human resources services, and employee 
benefits to primarily small and mid-sized businesses. 

 For more than 20 years, PEOs have successfully sponsored 401(k) plans as a benefit to their small and mid-
sized business customers. 

 PEO-sponsored 401(k) plans are generally viewed by the Department of Labor (DOL) as multiple employer 
pension (MEP) plans (as evidenced by the DOL’s recent association retirement plan proposed rule). 

 Federal law requires MEPs that sponsor 401(k) plans to file an annual report with DOL (called the Form 
5500). 

 Since 2014, federal law has required MEPs that file a Form 5500 to list their participating employers – their 
customers -- on this form. 

 When a Form 5500 is filed with DOL, it is the agency’s current policy to publish this information on its 
website. 

 This policy results in DOL publishing on its website the customer lists of PEOs (and any other entities) that 
sponsor MEPs, including association health plans (AHPs) and association retirement plans (ARPs). 

 The customer list of a PEO is proprietary business information – and this list represents the most valuable 
asset of a PEO. 

 The proprietary business information posted on the DOL website also includes the federal tax identification 
number of the small businesses that participate in the MEP, thus creating the very real potential for 
cybercrime. 

 Although DOL is aware that the participating employer information provided by PEOs through a Form 5500 
is proprietary business information, the agency is refusing to use the powers it is granted through the 
Employee Retirement Income Security Act (ERISA) and the Freedom of Information Act (FOIA) to protect this 
information. 

 Publishing PEO customer lists on its website has resulted in poachers selling PEO customer lists.  

 The SECURE Act contains language that would expand the disclosure requirements for MEPs, while taking no 
steps to protect the proprietary information being disclosed to DOL. 

 
Legislative Fix to Protect Proprietary Business Information 
NAPEO is asking the Senate to add a sentence to the SECURE ACT that would protect from public disclosure the 
proprietary business information obtained by DOL in connection with the filing of Forms 5500 for MEP 401(k) 
plans. This simple fix would ensure that the only information protected would be the names of the employers 
participating in the plan, the employers’ respective EINs, the estimate of total contributions made by the 
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employers, and the aggregate account balances. All other information provided to DOL – such as information on 
fees – would continue to be subject to disclosure and public inspection under ERISA.  
 
Below is the language in the SECURE Act expanding reporting requirements for MEP retirement plans, with 
the proposed language (in red) that protects the proprietary customer lists of such plans - 
 
(d) Pooled Employer and Multiple Employer Plan Reporting.— 

(1) Additional information.--Section 103 of the Employee Retirement Income Security Act of 1974 
(29 U.S.C. 1023) is amended— 

(A) in subsection (a)(1)(B), by striking ``applicable subsections (d), (e), and (f)'' and inserting 
``applicable subsections (d), (e), (f), and (g)''; and 

(B) by amending subsection (g) to read as follows: 

``(g) Additional Information With Respect to Pooled Employer and Multiple Employer Plans.--An 
annual report under this section for a plan year shall include— 

``(1) with respect to any plan to which section 210(a) applies (including a pooled employer 
plan), a list of employers in the plan and a good faith estimate of the percentage of total 
contributions made by such employers during the plan year and the aggregate account 
balances attributable to each employer in the plan (determined as the sum of the account 
balances of the employees of such employer (and the beneficiaries of such employees). The 
information filed with the Department of Labor  pursuant to this paragraph shall be treated 
as proprietary business information and shall not be subject to the public inspection and 
publication requirements of sections 1024 and 1026(a) of 29 U.S.C. 1001 et seq.; and 

``(2) with respect to a pooled employer plan, the identifying information for the person 
designated under the terms of the plan as the pooled plan provider.''. 

(2) Simplified annual reports.--Section 104(a) of the Employee Retirement Income Security Act of 
1974 (29 U.S.C. 1024(a)) is amended by striking paragraph (2)(A) and inserting the following: 

``(2)(A) With respect to annual reports required to be filed with the Secretary under this 
part, the Secretary may by regulation prescribe simplified annual reports for any pension 
plan that— 

``(i) covers fewer than 100 participants; or 

``(ii) is a plan described in section 210(a) that covers fewer than 1,000 participants, 
but only if no single employer in the plan has 100 or more participants covered by 
the plan.''. 

 
For more information, contact Thom Stohler, Vice President, Federal Government Affairs, National 
Association of Professional Employer Organizations. 

mailto:tstohler@napeo.org

