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BEING PREPARED
Important Legal Developments Affecting 
PEO Privacy & Cybersecurity Risks
Joseph Lazzarotti, Esq.

There have been many data privacy and cybersecurity 
developments and trends that are important to 
consider to continually inform a PEO’s policies, 
procedures, and practices.

Vendor Cyber Assessment Guidelines
Bruce McCreadie, CIC, AAI, CPIA 

It is incumbent for PEOs to be sure their vendors are 
taking the same or even more extensive cybersecurity 
safeguards as they do in the protection of their own 
corporate information and data.

HOW FRAUD IS EVOLVING
Best Practices for Vulnerable Areas  
of the PEO Operation
Roger Hays, Jr.

Fraudsters have begun to target our industry and we 
are clearly on the radar of some very large groups that 
do not mean to do us well.

Business Fraud in 2021
Bruce McCreadie, CIC, AAI, CPIA 

Fraud in business can most accurately be put into two 
very large silos: cybercrime/fraud and all other.

UI Fraud Coming Out of COVID
Connor Cross

As weekly unemployment benefits increased during 
COVID, so did fraudulent unemployment claims.

BUSINESS CONTINUITY
Being Ready for Another Crisis
Joe Raymond

Whether you are a small or large PEO, you will need 
to put a business continuity plan in place to mitigate 
risks for your key functions.

Disaster Recovery & Mitigation:  
Where to Start
Tom Deen

Surviving a large-scale service interruption is no 
longer something we can just worry about late at 
night. Investing our time and resources to plan for an 
eventual disaster is something we are obligated to do.
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LETTER FROM THE NAPEO CHAIR

LEE C. YARBOROUGH

2020-2021 NAPEO Chair 
President 
Propel HR 
Greenville, South Carolina 

Now, between 500 and 700 members log 
in each day. The most popular tool for 
members continues to be the state 
regulatory database, followed by the 
webinar archive and white papers. The 
NAPEO Forum is also gaining momen-
tum. This resource allows members to 
ask questions and share insights. There 
are currently more than 620 discussion 
threads, compared to 114 this time last 
year. It is a great way to learn from a 
network of PEO practitioners. 

As the world is opening, we will be 
able to meet in person again! NAPEO’s 
Annual Conference & Marketplace, CFO 
& Payroll Seminar, Women in NAPEO 
(WIN) events, and more are being 
planned for us to all be together again. 
After my trip to D.C., I realize more than 
ever what a wonderful community we 
have through NAPEO. I look forward to 
seeing you all soon!   

n preparation for NAPEO’s 
May Board of Directors 
Meeting, I packed a bag, 
hopped on an airplane, 

and flew to Washington, D.C. The 
feeling I had was one of jubilation—I 
felt like a normal person! Traveling for 
business felt exciting, new, and almost 
decadent. Although the full board 
meeting was virtual, I conducted the 
meeting from the NAPEO office in 
Alexandria, Virginia. I had a chance to 
visit with the team and learn about the 
current work they are performing for 
our members. We concluded the 
meeting with a nice dinner and time to 
catch up and connect. 

The board meetings always provide so 
much insight into our industry and 
association. The latest NAPEO White 
Paper (available at napeo.org/
whitepaper), released just before the 
board meeting, highlighted the industry 
footprint. There are 487 PEOs in the U.S. 
that co-employ 3.97 million worksite 
employees. This represents 15.3 percent 
of all businesses with 10 to 99 employees, 
and this number is growing. Since 2009, 
our industry has seen an average annual 

growth rate of 7.6 percent. Even in 2020, 
PEOs outperformed other industries. 

The most exciting takeaway from the 
board meeting was member engagement. 
There has been a concerted effort to 
deepen our membership through diverse 
programs, education, and resources. 
When a company joins NAPEO, its 
employees become NAPEO members as 
well. Employees have access to PEO 
Insider,® the state and federal regulatory 
database, webinars, and events. While 
COVID kept us away from each other, it 
did allow many members to engage with 
NAPEO in new ways and for the first 
time. NAPEO saw a 37 percent increase in 
the number of contacts in the member 
management system. There are 5,137 
accounts for the 255 member PEOs. If 
you have staff members who are not 
using the resources that NAPEO offers, 
encourage them to create accounts in 
the NAPEO member portal at www.
napeo.org. All they need is a company 
email address to take advantage of the 
online benefits. 

NAPEO website traffic has seen a 
dramatic increase as well. In March 
2019, member logins peaked at 184. 

I
The most exciting 
takeaway from the board 
meeting was member 
engagement. There has 
been a concerted effort to 
deepen our membership 
through diverse programs, 
education, and resources.

GROWING & 
ENGAGED 
BY LEE C. YARBOROUGH
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QUICK HITS
REDUCING VIDEOCONFERENCE FATIGUE

PROVIDE A SENSE OF  
GROUP BELONGING
Being on screen, watching others onscreen, and 
longer videoconferences did not impact 
videoconference fatigue, surprising researchers 
in a recent study published by the American 
Psychological Association. Instead, participants 
felt less fatigue after videoconferences when 
they felt connected with the group. 

Fifty-five participants in various fields 
received nine hourly surveys every day for five 
consecutive working days. They completed 
more than 1,700 surveys and participated in an average of five to six video conferences 
during the week. Only 7 percent did not report any signs of videoconference fatigue. 

Based on their findings, the researchers made some recommendations to help reduce 
videoconference fatigue:

•  Hold videoconferences in the early afternoon;
•  Enhance perceptions of group belongingness, including time for small talk before or 

after the meeting or breakout rooms where people could talk about their interests 
(sports, movies, etc.);

•  Establish basic meeting rules, such as whether to keep webcams on and refraining from 
doing other work; and

•  Take breaks by looking away from the screen, standing up, and walking around.

On May 3, NAPEO member PEO Propel HR celebrated 25 years in business. NAPEO 
2020-2021 Chairman Lee Yarborough started Propel HR with her father, Braxton 
Cutchin, in 1996, with one client, a little capital, and an entrepreneurial spirit. Lee 
made sure a big box of customized Propel HR cookies was on hand to help everyone in 
the company celebrate.

KUDOS

JUSTWORKS FOUR-TIME 
GREAT PLACE TO WORK
NAPEO member PEO Justworks recently earned 

its Great Place to Work® certification for a fourth 

time. The award is based entirely on what current 

employees say about their experience working at 

the company. Over the last year, as employees 

navigated the pandemic and social injustice, 

Justworks introduced employee benefits and 

diversity, equity, and inclusion (DEI) practices to 

strengthen the employee experience.

Alongside new DEI programming, Justworks 

launched additional programs focused on employee 

wellness, including a mandatory mental health day 

with a company-provided stipend titled, “Operation 

Oxygen,” delivery of supplies and equipment to set 

up comfortable home offices, and free annual mem-

berships to Headspace, CitiBike, and One Medical. 

AN INTERESTING READ FOR PEO LEADERS

A STEP-BY-STEP GUIDE TO 
EXCELLENT LEADERSHIP
Neil Jurd wrote “The Leadership Book” to encourage 

and enable effective leadership. Each cornerstone 

of leadership needs equal attention: the relationship 

between leadership and management; establishing 

a clear and compelling purpose; a positive culture; 

and bringing it all together through good decisions 

and an understanding that leadership flows in all 

directions. This book is for those new to leadership 

roles as well as veteran leaders looking to reflect on 

their methods or regroup. The book cuts through 

jargon to present models and concepts through 

diagrams, easy explanations, and clear action points.

CONGRATULATIONS  
PROPEL HR CELEBRATES 25 YEARS
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government agencies
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QUICK HITS

NEW TECHNOLOGY

SARCASM DETECTOR
It’s easy to recognize sarcasm in face-to-face com-

munications through tone, gestures, and facial 

expressions. But what about those cryptic comments 

on your company’s social media sites? You can’t tell 

if it’s just snark, a legitimate complaint, or if the 

person posting is clueless—there are no cues to lend 

context to a person’s remarks. 

Not to worry. Using sentiment analysis—which 

identifies positive, negative, or neutral emotion in 

text—a team of scientists from the University of 

Central Florida developed a way to detect sarcasm 

in social media text. The team taught a computer 

model to see patterns that indicate sarcasm and to 

pick out likely sarcastic words in sequences. They 

fed the model large sets of data and then checked 

its accuracy. The team’s findings were published 

recently in the journal Entropy. 

TIPS FOR EMPLOYERS & MANAGERS

SPOTTING & MITIGATING  
EMPLOYEE BURNOUT
Employee disengagement and burnout are not always easy to see, according to Mark 
McClain, ForbesBooks author of “Joy and Success at Work: Building Organizations that 
Don’t Suck (the Life Out of People).” McClain offers three tips to identify and help 
employees who are burned out or disengaged:

•  Make work-life balance part of your culture. You can expect much from your employ-
ees, but you don’t want them to harm their health, their families, or their relation-
ships. Ideally you’ll help them work toward their vision of a healthy work-life balance. 
The sooner leaders confront imbalance in the equation, the more meat they put on 
the bones of company culture.

•  Screen out for potential burnout. There are always going to be ultra-motivated 
climbers, but exploiting them is beyond bad. These types of organizations instead 
should invest in pre-hiring assessments to identify those who value a life outside of 
work. Doing so would save the companies money and turnover.

•  Be a counselor. It’s not an invasion of privacy for a manager to show concern for 
employees. Getting to know them as people and their work styles is what makes 
spotting imbalances possible. Managers who take that step are able to uncover issues 
and steer their employees to the help they need.

STAT

TOP EMPLOYEE CONCERNS ABOUT  
RETURNING TO THE WORKPLACE
Fifty-eight percent of employees responding to a recent survey said they would look for 
new jobs if not allowed to continue working remotely in their current positions. FlexJobs 
surveyed 2,181 people who worked or are still working remotely due to COVID. Thirty-
one percent weren’t sure what they would do, and only 11 percent said not being able to 
continue working remotely was not a big deal to them. Findings include:

•  65 percent would prefer to work remotely full-time post-pandemic;
•  33 percent would like a combination of remote and in-office work;
•  Just 2 percent would prefer to return to the traditional office on a full-time basis; and
•  37 percent would consider relocating if they had permanent remote work.

NAPEO GOES LIVE

SEE YOU IN SEPTEMBER
Live from San Antonio, Texas, it’s NAPEO’s 2021 

Annual Conference & Marketplace! NAPEO resumed 

live events this month, and the biggie is coming up 

from September 27 to 29 at the JW Marriott San 

Antonio Hill Country Resort & Spa. We will once again 

be able to interact in person for all of the education, 

networking, marketplace, and special events of 

NAPEO’s annual conference. Visit www.napeo.org/

annual conference for information and registration. 

We sure have missed you!

58% 31%

11%

2,181 PEOPLE 
SURVEYED

Would look for new jobs if not allowed to continue working 
remotely in their current positions

Weren’t sure what they would do

Said not being able to continue working remotely was not a 
big deal to them
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nation of remote and 
in-office work

Just 2 percent 
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remote work

AMERICAN  
SARCASM SOCIETY:  

YEAH, LIKE WE NEED YOUR SUPPORT
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Positive Energy in a Risky World.
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PEO Insider® published my article, “Key Data 
Privacy and Security Issues for PEOs,” in its May 
2010 issue. That article discussed data security 
best practices such as risk assessments, vendor 
management protocols, and developing incident 
response plans, all of which were important then 
and continue to be critically important today. 
Since then, there have been many data privacy 
and cybersecurity developments and trends that 
are important to consider to continually inform 
a PEO’s policies, procedures, and practices. This 
article discusses some of those developments 
and why they are relevant for PEOs. If you have 
implemented some or all of the earlier article’s best 
practices,1 you may need to revisit some of your 
efforts after reading this article. If you imple-
mented none of the earlier article’s best practices, 
this is as good a time as any to get started.  

DOL ISSUES CYBERSECURITY GUIDANCE 
AFFECTING RETIREMENT PLANS 
The essence of the U.S. Department of Labor’s 
(DOL’s) guidance is simple: “Responsible plan 
fiduciaries have an obligation to ensure proper 
mitigation of cybersecurity risks.” Meeting this 
fiduciary obligation is summed up in two 
documents posted on the Employee Benefits 
Security Administration’s (EBSA’s) website:2 
“Cybersecurity Program Best Practices” and “Tips 
for Hiring a Service Provider with Strong Security 
Practices.” In short, the guidance outlines:

•  Cybersecurity best practices to plan service 
providers for keeping plan data and plan 
assets secure; and

•  A series of steps plan fiduciaries should be 
including to assess cybersecurity risk when 
satisfying their Employee Retirement 
Income Security Act (ERISA) fiduciary duties 
to prudently select plan service providers.

Most PEOs maintain 401(k) plans for their 
worksite employees. Under ERISA, plan fiducia-
ries have a fiduciary duty to exercise prudence 
when selecting plan service providers. Hearing 
“cybersecurity,” the PEO may be tempted to 
delegate this obligation to the PEO’s IT depart-
ment, but that might be problematic. IT depart-
ments likely are unfamiliar with a fiduciary’s 
duties under ERISA, including the duty of 
prudence. Prudence here does not require that 
the vendor selected never have a data breach, 
although that would be optimal. Instead, 
prudence generally refers to a careful deliberation, 
a competent process that is documented for 
selecting the service providers, perhaps informed 
by subject matter experts in the IT department. 

Cybersecurity is now one of a number of 
factors, including competence, level of service, 
fees, and others to be weighed in making the 
selection. When considering that factor, a copy 
of the service provider’s audit report may not be 
sufficient; contract terms and cyber insurance 
are examples of other considerations. The 
process does not end with selection, as fiducia-
ries also should be considering ongoing, periodic 
due diligence as well as when services change—
e.g., the retirement plan service provider rolls 
out a new online enrollment app. 

BY JOSEPH LAZZAROTTI, ESQ.

IMPORTANT LEGAL DEVELOPMENTS 
AFFECTING PEO PRIVACY & 
CYBERSECURITY RISKS

CYBERSECURITY, FRAUD, & THE PEO OPERATION
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PREPARED
BEING
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PEOs that are service providers to 
retirement plans will need to consider this 
guidance from the plan service provider 
perspective. Those PEOs will need to be 
prepared for scrutiny from their custom-
ers (those acting pursuant to their 
fiduciary duties under ERISA) concerning 
the PEO’s safeguards for protecting plan 
data and plan assets. It is important to 
note here that these safeguards are not 
limited to protecting against cyberattacks 
such as ransomware and business email 
compromise. They include basic plan 
administration, a key element of which is 
identity verification when carrying out 
plan participant elections, such as for 
distributions or loans. Plans are increas-
ingly facing social engineering efforts by 
criminals to compromise plan assets by 
posing as plan participants.  

BIOMETRIC INFORMATION, BIPA,  
& STATUTORY REMEDIES.  
The use of biometric information is 
expanding rapidly. A popular application 
for PEOs and their customers is using 
biometrics in time management systems 
to curb “buddy punching.” This is often 
accomplished with the scan of a fingerprint 
or part of a fingerprint, but it also could 
include facial recognition technology, voice 
prints, or other biometrics. Of course, time 
management is not the only application. 
Others include premises security, manag-
ing information system access, and COVID 
screening. The legal risk associated with the 
use of biometric information has grown 
substantially since 2010. 

Enacted in 2008, the Biometric 
Information Privacy Act (BIPA) in Illinois, 
740 ILCS 14 et seq., has triggered thousands 
of class actions in Illinois over the past few 
years, beginning roughly in 2015, with 
many of those cases arising from use in 
time management systems. During this 
time, protections for biometric information 
have been added to various laws around the 
U.S., including data breach notification 
laws, laws requiring reasonable safeguards 
to protect personal information, and laws 
requiring complete destruction of personal 
information when it is no longer needed. 
For example, the New York Stop Hacks 
and Improve Electronic Data Security Act 
(SHIELD Act),3 effective in March 2020, 
added biometric information to the 
definition of private information that 
must be protected with reasonable 
safeguards. Under that law, biometric 
information means: “data generated by 
electronic measurements of an individual’s 
unique physical characteristics, such as a 
fingerprint, voice print, retina or iris 
image, or other unique physical represen-
tation or digital representation of biomet-
ric data which are used to authenticate or 
ascertain the individual’s identity.”

The BIPA poses a significant risk for 
businesses in Illinois because of its arguably 
draconian private right of action provision. 
In short, failing to provide the mandatory 
notice under BIPA, among other things, 
would permit an Illinois resident to sue and 
potentially recover, without a showing of 
actual harm, at least $1,000. This approach 
to addressing privacy and security 

violations with statutory remedies in the 
context of biometrics may soon expand to 
other states, as New York and Maryland 
have legislation pending that is nearly 
identical to the BIPA. Notably, this is also 
not solely a state law issue. Cities such as 
Portland, Oregon, and New York City also 
have enacted significant restrictions on the 
use of biometric information. In Portland, 
there is now an outright ban on facial 
recognition technologies by private 
businesses. In New York City, there are 
notice requirements for certain businesses 
in the city that if violated could lead to a 
private right of action with a potential 
result similar to the BIPA.

As PEOs look to bring efficiencies to 
their customers and tools that help 
facilitate administration, they may find 
themselves increasingly using some kind 
of technology involving biometrics. The 
patchwork of laws regulating biometric 
information is not simply compliance 
focused; there are teeth in some of these 
measures that could embroil the PEO and 
their clients in costly litigation. PEOs will 
need to think carefully about the privacy 
and security implications of the technolo-
gies, systems, and equipment they bring to 
their customers’ and their own employees.

THE CCPA & EMERGING STATE  
PRIVACY LAWS
In 2003, California became the first state 
with a data breach notification law. About 
20 years later, all states in the U.S. and 
several cities have their own breach notifica-
tion laws. As the public sentiment on privacy 
shifts, California may be at it again. In 2020, 
the California Consumer Privacy Act (CCPA) 
became effective, creating several new rights 
for consumers with regard to their personal 
information. It also created a private right 
of action for individuals affected by data 
breaches due to a failure of the business to 
maintain reasonable safeguards. You 
guessed it: Based on the language in the 
statutes, plaintiffs appear to be able to 

federal & state regulation 
of the use, disclosure, & 
safeguarding of the privacy 
& security of personal 
information will no doubt 
continue to grow.

CYBERSECURITY, FRAUD, & THE PEO OPERATION
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recover statutory remedies without a 
showing of actual harm. The CCPA was 
amended the following year by the 
Consumer Privacy Rights Act (CPRA), 
bringing additional rights to consumers 
and expanding obligations for businesses 
and service providers.  

Importantly, the CCPA and CPRA 
protections are quite limited with respect 
to employment-related data. In short, the 
law excludes such data from virtually all of 
its protections and obligations other than: 

•  Providing employees, applicants, and 
certain other categories a “notice at 
collection” that outlines the categories 
of information collected by the 
business and their uses; and

•  The private right of action provision 
for data breaches referenced above. 

This alone is significant considering 
the role PEOs play in the collection and 
processing of employee and applicant data 
for their customers. A PEO’s role as a 
“business” also is unclear under the 
statute, something PEOs with operations 
in California should consider carefully. 

Virginia followed California on March 2, 
2021, when Governor Ralph Northam 
signed into law the Consumer Data 
Protection Act (CDPA), although the 
definition of consumer under Virginia’s law 
does not include a “natural person acting in 
a commercial or employment context.” 
However, several other states have been 
working diligently to pass CCPA-like 
frameworks to create robust rights for 
individuals with respect to their personal 
information. These include Colorado, 

Connecticut, Florida, New York, Texas, and 
Washington. If the experience with breach 
notification laws tells us anything, PEOs 
need to track these developments, as 
similar protections could quickly become 
more widespread. 

VENDOR MANAGEMENT  
PROGRAMS & RELATED LAWS
Currently, at least 23 states have a 
statutory, regulatory, or other requirement 
for businesses to ensure, often through 
written assurances (a contract) at a 
minimum, that the service providers that 
handle personal information in the course 
of performing services maintain reasonable 
safeguards to protect that information. 
Businesses addressing their information 
risk, therefore, cannot stop at the 

OCTOBER 18–20

2 0 2 1

PrismHR LIVE 2021

PrismHRLIVE.com
R E G I S T E R  N O W

Caesar’s Palace, Las Vegas
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proverbial doorstep—their information 
systems, buildings, and employees. Very 
often, vendors of a business maintain 
significant amounts of sensitive company 
and personal information of that busi-
ness. This list of vendors can be long and 
include employee benefits consultants/
administrators/brokers, accountants, 
lawyers, record storage/destructions 
companies, office cleaning services, payroll 
companies, cloud computing or other 
information service providers, and so on. 

PEOs use many of these same vendors, 
and in some instances, may be vendors 
themselves. In addition to the growing 
statutory and regulatory obligations PEOs 
face concerning privacy and data security, 
discussed somewhat in developments 
outlined above, the laws referenced in this 

section cause contract obligations to be 
negotiated that PEOs may not have 
contemplated in their current client service 
agreements (CSAs). Accordingly, beyond 
examining the organization’s privacy and 
security controls, PEOs should be revisiting 
their CSAs and related business practices.  

Federal and state regulation of the use, 
disclosure, and safeguarding of the privacy 
and security of personal information will 
no doubt continue to grow. Businesses, 
particularly those with a presence in more 
than one state and/or country, such as 
PEOs, will need to evaluate the kinds of 
information they maintain both for their 
own businesses and their employees, and 
track the applicable legal developments. 
Appropriate policies and procedures, 
among other steps, such as developing a 

breach response plan, can go far in 
reducing potential liability.  

JOSEPH LAZZAROTTI, ESQ.

Attorney at Law
Jackson Lewis P.C.
Berkeley Heights, New Jersey

This article is designed to give general and timely 
information about the subjects covered. It is not intended 
as legal advice or assistance with individual problems. 
Readers should consult competent counsel of their own 
choosing about how the matters relate to their own affairs.

1   Available to NAPEO members at www.napeo.org/docs/
default-source/peo-insider-issue-pdfs/data-privacy-and-
security-may-2010.docx.

2   www.dol.gov/agencies/ebsa/key-topics/
retirement-benefits/cybersecurity.

3   www.workplaceprivacyreport.com/2020/03/articles/
new-york-shield-act/new-york-shield-act-faqs/.
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Today’s PEOs use the services of many 
different types of vendors in conduct-
ing their day-to-day business. It is 
incumbent for PEOs to be sure these 
vendors are taking the same or even 
more extensive safeguards as they do 
in the protection of their own corpo-
rate information as well as the personal 
and private information of their client 
companies and worksite employees. 

First, some questions that need to be 
asked of each service partner:

•  How does the vendor secure the 
PEO’s information it has access to? 
What systems does it use, who 
maintains them, have these systems 
been tested for vulnerability and 
penetration, and how often is this 
testing conducted (firewalls, 
intrusion detection, etc.)?

•  Is the PEO’s data encrypted on all of 
the vendor’s electronic equipment 
and devices of every nature?

•  Does the vendor use multi-factor 
authentication methods for  
all persons who can access the 
PEO’s data?

•  Does the vendor maintain a 
dynamic business recovery and 
continuity plan in the event of a 
cyber event?

•  Does the vendor maintain redun-
dant systems with a backup system 

CYBERSECURITY, FRAUD, & THE PEO OPERATION

BY BRUCE MCCREADIE, CIC, AAI, CPIA
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that can be activated in the event of 
a cyber event?

•  Does the vendor maintain a cyber 
liability insurance policy that would 
indemnify the PEO for a cyber 
event that causes financial and 
reputational loss to the PEO?

The next step is to be sure the 
contractual agreement between the 
PEO and the vendor incorporates the 
above items into the service partner’s 
contractual responsibilities. In addi-
tion, the PEO should consider including 
the following items as they relate to 
cyber incidents and responsibilities of 
the vendor:

•  The vendor is responsible for any 
and all unauthorized releases of the 
PEO’s private information as relates 
to the PEO entity, the PEO’s clients, 
and the PEO’s corporate and 
worksite employees. Further, the 
vendor is responsible for any and all 

financially detrimental conse-
quences the release may cause to 
these parties. Further, the vendor 
agrees to provide protection to 
these parties against future harm as 
a result of the release.

•  The vendor is responsible for 
complying with all local, state, and 
federal privacy laws regarding data 
security, as well as the actions 
required by the governing authority 
if there were to be an unauthorized 
release of information.

•  The vendor agrees to indemnify the 
PEO for any and all financially 
detrimental losses the PEO incurs 
due to the vendor’s cyber event that 
affects the PEO, the PEO’s clients 
and prospects, and the PEO’s 
corporate and worksite employees.

Remember, if you do not take all the 
necessary steps required to protect 
yourself, your equipment, your data, 

your clients, and your reputation, no 
one else is going to. It is very import-
ant that an attorney review any 
contracts you are considering to be 
sure all of the considerations between 
you and the vendor have been 
addressed, including the cyber issues 
noted above.

Even after you have done everything 
possible to protect yourself, you need 
to have your own cyber insurance 
policy in place to fill gaps that may 
occur. Because every cyber insurance 
policy is different from the next, it is 
incumbent upon you to be sure you are 
working with a professional who can 
guide you through this maze to get the 
protection your firm needs.  

If you do not take all the necessary 
steps required to protect yourself, 
your equipment, your data, your 
clients, & your reputation, no one 
else is going to.

BRUCE MCCREADIE, CIC, 
AAI, CPIA

President & CEO
American PEO Insurers
Littleton, Colorado
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Many of us who have been in the PEO 
industry for much of the past two decades, 
or longer, have always had one common 
complaint: We wanted to be larger and be 
taken more seriously in the business 
markets here in the U.S. Since the Small 
Business Efficiency Act (SBEA) passed in 
2014, creating the Certified PEO (CPEO) 
program, we began to realize that common 
dream of taking our place among other 
mainstream, well-known business models. 
We have seen large growth in our industry 
over the last 10 years, we are becoming 
better known on Capitol Hill, and our 
footprint continues to grow and expand on 
many fronts. 

However, with growing fame and 
fortune come attention from groups and 
individuals we really do not want to 
engage with or get attention from. 
Fraudsters have begun to target our 
industry in just the past few years and, 
as of 2021, we are clearly on the radar of 
some very large groups that do not mean 
to do us well. Several recent large cyber 
issues within the PEO world in just the 
last 60 days require us to pay more 
attention to how we conduct business 
and how we try to prevent fraud and 
data/cyberattacks on our companies.

We have always had incidents with phony 
prospects and bad employees, but things 

have ramped up over the past few years and 
we are seeing more coordination among 
these scammers across the country. As 
more people learn about the PEO industry 
and how it works, we are becoming a target 
for those who want to make money by 
taking advantage of our industry. 

As a group, we need to admit and deal 
with the fact that we are a very juicy 
target for many unscrupulous individu-
als out there. We have large amounts of 
money and data flowing through our 
accounts every week. As more people 
understand this, we will continue to be 
targets of more fraud attempts. 

PROTECTING AGAINST PAYROLL & 
INVOICE FRAUD
The first two areas we addressed in my 
company are payroll processing and new 
client acquisition. We have had several 
attempts over the last three years of fake 
companies trying to get us to do business 
with them quickly so they can then 
commit payroll/invoice fraud on us. 
NAPEO has been aware of this and has 
done a very good job of alerting its 
members that this is a very dangerous and 
growing issue for our industry. At Premier 
Employer, we have instituted several 
procedures for our sales and intake folks to 
help prevent getting scammed by these 

individuals. Some of the things we now do 
that we were not doing a few years ago are:

•  Slowing down the sales process to 
make sure we know who we are 
talking to and that they are legiti-
mate companies that want to do 
business with us;

•  Increasing our financial background 
checks on all prospects;

•  Meeting with prospects in person 
whenever possible;

•  Verifying phone numbers or employ-
ment of who we are talking to; and

•  Instituting special funding rules for 
new clients or any we are worried 
about, such as funding the first three 
invoices via wire.

The last bullet point has been one of 
our most successful changes. Phony 
companies that are in a huge hurry to get 
you to set them up so they can run a 
payroll do not like wiring you money in 
advance. That defeats the purpose of 
what they are trying to do, as they are 
not interested in paying anyone other 
than themselves, so they do not want to 
give you money just so you can give it 
back to them. They want to get you to 
fund the net payroll before you realize 
their money is no good and then they 
will disappear before you figure it all out. 

We have been very successful in rooting 
out fraudulent prospects with these new 
rules, and after some pushback, all our 
staff members are on the same page and 
have all bought into these new protec-
tions for onboarding new clients.

INTERNAL STAFF & CHECKS & BALANCES
Another area we have addressed is with our 
internal staff. For years, we hired employees 
and gave them access to our systems and 

BEST PRACTICES FOR  
VULNERABLE AREAS OF THE  
PEO OPERATION
BY ROGER HAYS, JR.



22    /   J U N E / J U LY  2021

Register today at napeo.org/events/events-calendar/first-fridays

Comprehensive HCM technology in a single platform

Artificial Intelligence, HCM and the  

PEO of the Future

Learn how artificial intelligence and machine learning are 
impacting the PEO industry - now and in the future.

Attend for a chance to win: 

4th Gen Echo Smart Home Hub

Echo Show HD Digital Photo Display

SimpliSafe Home Security System

September 10  •  12:00 p.m. ET

CYBERSECURITY, FRAUD, & THE PEO OPERATION

data. Now we are greatly limiting who gets 
access to employee data, financial data, and 
client lists. Sales staff members, for example, 
are not given any access to our systems 
other than our customer relationship 
management (CRM) system and sales-re-
lated documents. We have changed where 
we store our sales documents so they no 
longer need to be given access to any of our 
other business information. Internal staff 
members are also limited to data and 
documents based on job need. 

We created checks and balances so that 
no one single employee can generate 
payments or send data out of the 
company without at least one other 

As more people learn about 
the PEO industry & how it 
works, we are becoming a 
target for those who want 
to make money by taking 
advantage of our industry.
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person reviewing the request. I realize 
that none of this is new advice and many 
of you have been doing this for years, but 
it is now more important than ever to do 
things like this. It takes time and money 
to add these extra steps, but if you can 
avoid a major data breach or other issue, it 
is well worth the investment.

CYBER POLICIES
A further item to investigate is updating 
your cyber policies to ensure you have 
adequate coverage and you understand 
your deductibles and other requirements 
in the event you need to file a claim. If you 
do not have a cyber policy, it is worth the 

time to contact one of the many service 
partners within the NAPEO membership 
who can help determine if you qualify for a 
policy and what the costs are. Along with 
this, check with counsel to make sure you 
know what the individual state require-
ments are for cyber breach notice require-
ments in the states where you do business. 
Failing to follow these requirements can 
make a bad situation even worse, even if 
you violate state rules inadvertently. 

With the COVID rules and many of us 
doing business at home, it is good to 
control access on your end because we do 
not know who our employees are letting 
into their own homes and allowing to 

access their computers. This is a very 
critical issue for those who continue to 
allow people to work from home.

One of the great things about PEOs is 
that they adapt well to changing land-
scapes; it is what makes us so valuable to 
our clients. In this new environment of 
increased fraud attacks, we will be able to 
pivot and protect against this as well. After 
all, it’s what we are so good at.  

ROGER HAYS, JR.

President/CEO
Premier Employer Services, Inc.
Englewood, Colorado
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Fraud in business takes many shapes and forms, but can most accurately be put into 
two very large silos: cybercrime/fraud and all other. Cybercrime/fraud is criminal 
activity that uses the Internet to target computers, computer networks, or networked 
devices. The Federal Bureau of Investigation (FBI) defines all other business fraud as 
“consisting of dishonest and illegal activities perpetrated by individuals or businesses 
to provide an advantageous financial outcome for those persons or businesses.” This 
definition certainly could (and does) include cyber fraud, but there are so many 
non-cyber business fraud schemes that all other becomes a good catch-all way of 
defining it.

FRAUD FACTS
The number-one fraudulent act in the all other category is employee theft. Ninety-
five percent of all businesses suffer from employee theft to an annual amount of $50 
billion, with 75 percent of all employees admitting to stealing from their employer(s) 
at least once, and 37.5 percent admitting to stealing from their workplace(s) two 
times or more! 

All occupational fraud requires three elements, known as the occupational fraud 
triangle. The first corner of the triangle is the “perceived opportunity” to take advan-
tage of the cracks in the internal controls of the company. The second corner of the 
triangle is “rationalization” for the act—a way to justify the actions. An example of this 
might be, “I have given my all to this company, sometimes working seven days a week, 
many years without a vacation—they owe me!” The last corner of the triangle is 
“motive,” a type of pressure that can be internal and/or external. Examples of this 
could be personal financial issues (medical, legal issues, divorce, etc.).

 In the PEO world, since 2015 four PEOs have been caught (two in Knoxville, Tennessee, 
one in Austin, Texas, and one in upstate New York) for payroll tax fraud and workers’ 
compensation fraud, for which three of the four perpetrators are serving prison time and 
the fourth is awaiting sentencing. This resulted in the bankruptcy of these four PEOs. One 
third of business bankruptcies is the result of employee theft. 

Some interesting statistics:
•  Almost 40 percent of employee thieves work in finance or accounting;

•  60 percent-plus of employee fraudu-
lent theft cases are committed by 
managers and 20 percent are commit-
ted by owners and officers;

•  Almost 70 percent of employee theft 
cases take place in firms with fewer 
than 500 employees; and

•  A very high percentage of employee 
thieves are long-time trusted employees, 
in some cases friends of the owners. The 
repeated refrain when employee theft is 
discovered is, “I trusted them—how 
could they? I took such good care of 
them—we were friends.”

All other business fraud also includes 
accounting fraud, financial statement 
falsification, forgery of negotiable 
instruments (checks for example), 
expense reimbursement fraud, procure-
ment fraud, unemployment benefit 
claims fraud, skimming, asset theft, 
workers’ compensation fraud, health 
insurance fraud, vendor fraud, embezzle-
ment, accounts payable fraud, fake 
supplier schemes, pay card fraud, ghost 
employee schemes, trade secret theft, 
theft of customer/client/contact lists, 
wage theft, and the list goes on with new 
schemes being added regularly.

Preventing business fraud is an ongoing 
process, with the basics being:

•  Verify candidates’ past employment 
and criminal background histories;

•  Provide very clear policies;
•  Conduct random impromptu audits; and
•  Establish checks and balances systems 

throughout all the financial processes 

BUSINESS FRAUD IN 2021
BY BRUCE MCCREADIE, CIC, AAI, CPIA
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of the firm so no one person has 
control of a process from A to Z.

CYBERCRIME
Cybercrime/fraud is the new kid on the 
block. These fraudsters are getting 
smarter, developing new schemes and 
methodologies on a seemingly daily 
basis. The first quasi-cybercrime 
originated about 50 years ago with 
computerized phones, whereby the bad 
guys figured out how to make free 
long-distance calls. Today, the number 
of methodologies used to separate you 
and your business from your money and 
assets is amazing, and is growing 
rapidly. Cybercrime/fraud on a global 
basis is a $170.4 billion business that 
for the most part is perpetrated by 
professional firms employing hundreds 
of cybercriminal employees who go to 
work every day like the rest of society. 
Some of the more commonly known 
cybercrimes include:

•  Ransomware. The cybercriminals 
block access to your data and will 
delete it, release it, or put it on the 
dark web it if a ransom is not paid, 
typically in cryptocurrency. Individual 
PEOs have experienced this over the 
last couple years. The recent PrismHR 
event affected hundreds of PEOs.

•  Social engineering. This is not an 
attack, but instead is about the 
psychology of persuasion—it is an 
old-fashioned con job! The cybercrimi-
nal works to gain the trust of targets 
so they lower their guard, and then 

encourage them to take unsafe 
actions. This could come in the form 
of a spoofed email seemingly from a 
corporate executive asking the 
employee to provide certain informa-
tion or process a payment to what 
seems like a known, legitimate 
person/entity when in reality it is the 
cybercriminal.

•  Business email compromise. A 
very damaging form of cybercrime, 
this is a cyberattack designed to gain 
access to critical business informa-
tion or extract money through 
email-based fraud. The email appears 
in many cases as if it is coming from 
someone you know and trust at work, 
and it attempts to get you to click on 
a phishing link, provide critical 
business information, or process a 
payment (much like social engineer-
ing) that you would not normally do. 
Ninety-five percent of security violations 
are due to human error, which is why 

ongoing employee awareness training 
is a must, not optional.

Additional cybercrime/fraud includes 
web attacks that download viruses, 
password theft attacks, insider threats, 
phishing attacks, malware, trojan horses, 
spear fishing, and more. 

Preventing cybercrime/fraud is not easy 
and not something the average business-
person should attempt on his or her own. 
Having IT professionals on your staff is 
not enough. IT professionals and IT 
security professionals have two different 
skill sets. The seriousness of the conse-
quences of cybercrime/fraud makes this 
one area where you need to be sure you  
have the best possible IT security  
team available.  

Cyber fraudsters are 
getting smarter, 
developing new schemes & 
methodologies on a 
seemingly daily basis.

BRUCE MCCREADIE, CIC, 
AAI, CPIA

President & CEO
American PEO Insurers
Littleton, Colorado
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It started off with the best of intentions. The U.S. Department of Labor (DOL), as well 
as individual states, increased weekly unemployment benefits and expanded eligibility 
during the COVID pandemic, with the ultimate goal of getting impacted workers, 
including some workers not traditionally eligible for unemployment benefits, increased 
payments as quickly as possible. Unfortunately, a surge in fraudulent unemployment 
claims filings was an unintended consequence. Increased benefits, relaxed eligibility 
requirements, lower scrutiny of claims, and antiquated state unemployment systems 
left states vulnerable to criminal fraudsters worldwide. 

While PEOs worked tirelessly to administer legitimate claims—and block and report 
fraudulent ones during this time—as the unemployment surge is decreasing, we now 
have time to look back and review what happened as well as the impact it might have 
on PEOs and worksite employers in the future.

HOW WAS UNEMPLOYMENT FRAUD BEING COMMITTED?
Scammers used several different ways to collect the personal information necessary to 
file fraudulent unemployment claims. Initially, a common theme was that many of the 
fraudulent claims received were for owners, physician partners, executive-level 
management, C-suite leadership, corporate staff, and similar employees. The assump-
tion was that this was happening because these types of employees may have their 
information more readily available on company websites and public records related to 
their businesses. However, with the roll-out of additional federal unemployment 
dollars, increasing weekly claims payments by $600, it very quickly became apparent 
that fraud was affecting all employees at all levels across all industries. 

In many states, very little information is needed to initiate an unemployment claim, 
often only a name and a Social Security number. This limited information proved to be 
very easy for criminals to obtain using a variety of methods. Personal information was 
being found through external security events such as credit card, bank, and retailer 
data breaches. Criminals were also able to use email phishing attempts and phone 
impersonation scams to collect personal data directly from unknowing individuals. 
Another way fraudsters were able to collect the information necessary to file claims 
was through purchasing stolen personal information from the dark web using crypto-
currency. Criminals then use bots to complete a large volume of unemployment 
applications simultaneously or in rapid succession rather than manually entering 

individual filings. Regardless of how it 
happened, it has become clear that this 
information was surprisingly easy to 
obtain as evidenced by the level of fraud 
that has occurred and is still occurring in 
most states. 

WHAT TO DO WHEN IT HAPPENS
Federal and state organizations have had 
a call to action in response to fraudulent 
claims. The Federal Bureau of 
Investigation (FBI) created a special task 
force to combat and investigate unem-
ployment fraud. The U.S. Department of 
Justice (DOJ) has set aside funds to hire 
more prosecutors. The Secret Service is 
even getting involved and participating in 
the National Unemployment Insurance 
Fraud Task Force. But what should PEOs 
do when they discover fraudulent claims?

A claim being filed while an employee is 
still classified as active is the biggest 
indicator that a claim may be fraudulent. 
Because PEOs are removed from the 
client worksite, the best course of action 
is to ask the client or employee directly. If 
the results of this conversation confirm 
that the claim is fraudulent, it should be 
reported immediately to the state as such. 

In addition, the worksite employee 
should be instructed about what to do to 
properly report the fraudulent activity and 
protect from future attacks. Most states 
have material that can be given to employ-
ees with clear instructions about how and 
where they should report fraudulent 
activity. In the absence of state-published 
information, PEOs can develop a template 
to communicate next steps to employees. 
At a minimum, employees should be 

UI FRAUD COMING OUT OF COVID
BY CONNOR CROSS
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encouraged to report the fraud through 
their state’s unemployment fraud report-
ing website as well as through the Federal 
Trade Commission’s (FTC’s) identify theft 
reporting website, https://identitytheft.
gov. Other recommendations to employees 
include contacting the credit bureaus to 
place fraud alerts on their accounts, 
notifying their financial services providers, 
and checking Social Security earnings 
statements to ensure wages have been 
reported correctly (www.ssa.gov/
myaccount). Developing a standard 
template saves time and ensures consistent 
information is getting out to all employees.

LONG-TERM IMPACT
Some estimates suggest the financial 
impact of fraudulent claims is likely 
upwards of $60 billion, with much of those 
claims dollars routed outside of the United 
States. It is difficult to monetize the full 
extent of the issue, as many states have 
not publicly released the data and the 
fraud issues are ongoing. Due to legal 
jurisdiction, a large portion of these claims 
dollars likely never will be recovered. With 
the surge in fraudulent claims being paid 
coupled with the increase in legitimate 
claims, many states find their unemploy-
ment trust reserves are being steadily 
depleted and, in some cases, are facing 
complete insolvency. To replenish these 
funds, the money must come from 
somewhere, leaving employers worried 
that it will translate into increased State 
Unemployment Tax Act (SUTA) rates. 
While states have the option to borrow 
from the federal fund to replenish their 
state funds, they must take some sort of 
action to pay those loans back. 

Many states introduced new bills that 
proposed holding employers harmless 
from fraudulent claims, which seems like 
common sense. However, these bills have 
met some opposition because if employers 

aren’t replenishing the funds in terms of 
higher tax rates, how else will they 
replenish the fund?

Many PEOs and employers are still 
waiting for answers to these questions. 

WHAT CAN PEOS DO NOW?
While waiting for solutions to become 
clearer, PEOs should thoroughly review 
all charging notices to ensure they are 
not being charged for fraudulent claims 
as well as legitimate COVID-related 
claims. If any of these types of claims 
are on the charging notice, PEOs should 
file an appeal to have them removed. In 
addition, and although fraudulent claims 
are decreasing, PEOs should continue to 
follow appropriate fraud-reporting 
procedures to ensure any future fraudu-
lent claims are reported and blocked. 

Now is a good time to review overall 
security practices within the organiza-
tion to include the security of equip-

ment as well as systems. Much of the 
data used to make fraudulent claims 
was obtained through some kind of data 
breach of external systems. PEOs 
should be working with their informa-
tion technology departments to ensure 
security policies and procedures are up 
to date.

Finally, PEOs can also be proactive in 
reducing the impact of fraudulent claims 
by speaking to their state lawmakers 
about the impact fraudulent claims are 
having on PEOs and their clients. This is 
also an opportunity to voice support of 
proposed legislation that lessens the 
impact of fraudulent unemployment 
claims on all employers.  

CONNOR CROSS

Director of Human Resources
Syndeo Outsourcing
Wichita, Kansas

In many states, very little 
information is needed to 
initiate an unemployment 
claim, often only a name & 
a Social Security number. 
This limited information 
proved to be very easy for 
criminals to obtain using a 
variety of methods. 
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BUSINESS
cONTI NUITY

It seems like every time we turn on the TV 
or read the latest news, we hear about the 
latest crisis affecting people and businesses. 
Whether it is a natural disaster, a pandemic, 
workplace violence, or a cyberattack, the 
threats are real and affect us all. So many of 
us think, “This could never happen to my 
business,” and fail to plan accordingly.

One out of every four businesses 
impacted by an unexpected crisis never 
reopens its doors, and in the last year 

alone, nearly one in five companies has 
reported experiencing a business inter-
ruption. Coalition, one of the largest 
providers of cybersecurity services in 
North America, reported a 260 percent 
increase in ransomware attacks among 
policyholders in the first half of 2021. The 
average breach cost for small to mid-size 
businesses is $3.8 million.

As cyberattacks continue to happen more 
frequently within the PEO space, there is no 

BEING READY FOR  
ANOTHER CRISIS
BY JOE RAYMOND



31J U N E / J U LY  2021  /   

IL
LU

ST
RA

TI
O

N
 ©

IS
TO

CK
/M

A
XG

ER

cONTI NUITY

question of if a cyberattack is going to 
happen to your company. Rather, you 
should prepare for when it will happen to 
your company and how severe the attack 
will be. Our small industry of PEOs is a 
prime target for cybercriminals due to the 
volume of personal employee and client 
information, as well as the number of cash 
transactions and the constant movement of 
money. PEOs have great exposure for 
breaches and social engineering scams. The 
overall security risk in the PEO space comes 
from an overall immaturity in information 
security and risk exposure. Companies that 
are prepared to face all types of incidents, 
small or large, are more likely to stay in 
business. A cyberattack impacts your entire 
PEO and critical functions are at risk. These 
functions include:

•  Banking and cash management;
•  Payroll, billing, and tax processing;
•  Data security (personal employee and 

client information);
•  Benefits management;
•  Operations management; and
•  Employer liability (client and staff 

lawsuits, workers’ compensation, 
unemployment).

BUSINESS CONTINUITY PLANNING
Whether you are a small or large PEO, you 
will need to put a business continuity plan 
(BCP) in place to mitigate risks for your key 
functions. Wikipedia provides a succinct 
definition of business continuity planning: 
“The process of developing a system of 
prevention and recovery from potential 
threats to a company.” There are several key 

components of a successful BCP, but none 
are more important than having stake-
holder buy-in and initiative support by 
owners, executive leadership, staff, vendors, 
and clients. All of these groups play integral 
roles in prevention and recovery. 

Securing this buy-in requires a good 
communication and escalation process, as 
creating a BCP is not a one-time event—it is 
something that needs to become ingrained 
into the culture of your company. There will 
be constant testing, refinement, and 
auditing throughout the lifecycle of your 
company, and it is also important to 
remember that even if the threat is a cyber 
breach and not a natural disaster, technol-
ogy is not the only facet of the business 
affected—people, processes, and facilities 
will also be impacted.
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Phase 2 
Analyze Business Impact

Phase 3 
Develop Strategy & Plan

Phase 4 
Test, Implement,  
Train, Maintain

Phase 5 
Monitor & Control Plan

Phase 6 
Adjust the Plan As Needed

WHAT GOOD IS
CHANGING SOFTWARE
IF YOUR CLIENTS
CAN'T GET SUPPORT
WHEN THEY NEED IT?
That's a problem.
Fortunately, Worklogic EPS has you covered.

Introducing SupportPlus, a new and innovative approach to customer support. 
SupportPlus adds more value to your PEO service by helping clients and their 
employees get immediate support without even picking up the phone.

With SupportPlus your clients will be happier, your own team will be more 
productive, and your PEO services will be more attractive.

It's a simple solution for a complicated industry.

Try SupportPlus 
FREE for 30 days!

Call today to learn how 
Worklogic EPS can help you.

844-232-0585 www.WorklogicEPS.com

CYBERSECURITY, FRAUD, & THE PEO OPERATION

FIGURE 1. QUALITY LOOP.

Phase 1 
Conduct Risk Assessment/ 

Ongoing Audits

As a business owner, it is easy to think 
there won’t be enough money, time, and 
resources to develop a BCP. Unfortunately, 
if you do not prioritize putting a plan in 
place, you may not have a business left. If 
you are a victim of a cyberattack or any 
other crises, it is unlikely your business 
insurance can cover all your costs. Cyber 
insurance providers have had a 150 to 200 
percent increase in payouts alone, and are 
already requiring additional riders and more 
stringent underwriting criteria. Obviously, 
premium increases will soon follow. 

You will need to set up and implement 
your BCP, train your staff, perform testing, 
and monitor the plan. You should also 
evaluate outsourced partners’ cyber 
security protocols. Outside consultants 
are there to help if needed.

Implementing a solid BCP has compa-
ny-wide benefits on top of business 
continuity and recovery, including: 
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•  Identifying opportunities to improve 
workflow processes;

•  Improving overall company 
performance;

•  Creating opportunities to reduce 
operational costs;

•  Identifying regulatory and  
compliance issues;

•  Enhancing public, client, and 
workforce perception;

•  Improving communication and 
cooperation between business 
segments; and

•  Identifying operations or supply 
chain weaknesses.

COMPONENTS OF THE PLAN
Building an effective BCP consists of 
three key components: preparation, 
execution, and recovery and resto-
ration. Preparation includes plan 
development, maintenance, staff 
training, continuous testing, and 
ongoing learning. Execution includes 
the emergency management of the 
threat and internal and external 
communications. Recovery and 
restoration includes community 
outreach and data/records preserva-
tion. This process is best illustrated by 
the quality loop (Figure 1), which 
consists of the six phases of the 
business continuity plan. 

This may sound like a lot and you 
may be wondering where to start. Below 
are a few suggestions for next steps:

•  Act now!
•  Get key leaders and stakeholders in 

the company together and let them 
know you want a BCP put in place. 
Explain the seriousness of the 
threats to the company and that 
you expect 100 percent support 
from everyone.

•  Select the BCP team leaders.
•  Select the internal team and/or the 
consulting company responsible for 
the BCP’s development and execution.

•  Review and adjust your  
insurance policy to ensure  
proper coverages.

JOE RAYMOND

Managing Partner
RVR Consulting Group
Winter Park, Florida

The hard part is getting started and 
putting the BCP in place. Once you have 
done that and it has become ingrained 
into the culture of the company, you 
will see the benefits start to come to 
fruition. Keep your business safe, 
sustainable, and prosperous.  
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DISASTER RECOVERY  
& MITIGATION
WHERE TO START
BY TOM DEEN

Not long ago, disaster-related events were pretty much synonymous with severe 
weather and geographic power/network failures caused by a misguided backhoe. In the 
last 12 months, however, we’ve experienced first-hand the chaos a pandemic and 
cybercriminals can wreak on our operational capabilities, quickly changing the way we 
think about the resiliency of our mission-critical systems. Surviving a large-scale 
service interruption is no longer something we can just worry about late at night, 
hoping it will never happen. Investing our time and resources to plan for an eventual 
disaster is something we are obligated to do. 

The average cost of an IT system outage is dependent on several factors—some 
relevant to typical PEO operations, some not so much. The financial impacts vary 
when you consider your revenue streams, the duration of the outage, the number 
of customers impacted, and even the time of day. According to various studies, the 
average cost of system downtime ranges from a few thousand dollars per hour to a 
few thousand dollars per minute, depending on the type of business, the type of 
outage, and/or the impacted system(s). In the PEO industry, the estimate is 
probably closer to a few thousand dollars per hour, but to our hard-working 
employees and clients who rely on us for their paychecks, family health benefits, 

etc., any interruption will be traumatic, 
leading to a loss of confidence and 
eventually the loss of clients.

DISASTER RECOVERY PLANNING
There are different schools of thought about 
where to begin disaster recovery (DR) 
planning, but most schools agree you 
should start with a business impact analysis 
(BIA). Going through the BIA process will 
help everyone get their heads wrapped 
around the breadth and depth of the critical 
systems that must be addressed. Most 
PEOs likely do not have a skilled DR/
business continuity (BC) expert on staff to 
guide them through the process, but even if 
you do, consider engaging a partner who 
specializes in DR consulting. The consultant 
should have a repeatable process and 
common-sense approach to take you 
through the steps from start to finish and 
make recommendations based on objective 
data and facts, not subjective fear and 
conjecture, which will help keep you 
grounded in reality and focused on the 
objective. Before you decide to engage a 
DR consulting firm or take the planning 
on yourself, you must have executive 
sponsorship out of the gate. Once you 
start seeing the data, you’ll realize that to 
protect your clients and your business, 
material financial investments will be 
needed. It’s also important to set the 
expectation that DR planning is not solely 
the responsibility of IT or just another IT 
project, but rather, is an enterprise 
initiative and requires high levels of 
engagement from subject matter experts 
and stakeholders across the business. 

One of the key inputs needed to 
complete your DR plan is an asset 
inventory. You can expect the planning 
team to reference it countless times as 
it goes through the process. In addition 
to your physical systems, the inventory 
should include critical software applica-
tions, databases, and Software as a 
Service (SaaS) providers. You can use 
the inventory to centrally locate and 
maintain crucial information about 
your maintenance contract terms, key 
support contact information, and 

One of the key inputs 
needed to complete your 
DR plan is an asset 
inventory. You can expect 
the planning team to 
reference it countless 
times as it goes through 
the process.
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service level agreements. There are 
several asset inventory tools available 
on the market, but if you don’t have a 
tool, you can start by just building one 
in a spreadsheet. 

With an asset inventory in hand and 
the findings from your BIA, your 
organization will be able to define the 
recovery time objectives (RTOs) and the 
recovery point objectives (RPOs) for 
your critical systems and data. The RTO 
is the amount of time and a service level 
within which systems must be restored 
to avoid a negative impact to your 
business, while the RPO establishes the 
maximum acceptable amount of data 
(measured in time) that can be lost 
after a disaster or failure occurs. 
Defining these two objectives is 
absolutely necessary for IT to determine 
the frequency of data back-ups, when 
and where systems need to be redun-
dant, and measures needed to secure 

your sensitive data. Understanding 
your RTO and RPO will help ensure 
you do not over- or under-architect 
your DR solutions, keeping your 
investments congruent with your level 
of acceptable risk. 

TESTING THE PLAN
Testing your DR plan—through table-top 
(meetings to discuss a simulated emergency 
situation) or fail-over (a system ready to run 
your mission-critical programs when a 
disaster occurs) exercises—will provide 
many benefits that will help refine your 
plan while training those involved in the 
recovery effort. This will help minimize the 
chaos inherit during a real event. When 
planning to implement a new system, be 
sure to include its DR needs during the 
planning phase to make sure it’s covered 
and the costs can be included; it can be 
expensive and time-consuming to go back 
and address after the system is in use. 

Finally, most PEOs rely on multiple 
third-party providers for their core 
business systems. In the words of our 
40th president, “Trust but verify.” Review 
provider system and organization 
controls (SOC) audit reports to make sure 
they are being followed and any excep-
tions are addressed by management and 
remediated. Make sure you understand 
what measures and investments they’re 
making to their infrastructure to protect 
your data and operations and how well 
they are managing their third-party 
service providers who play a role in 
ensuring the availability of your systems 
and the protection of your and your 
clients’ data.  

TOM DEEN

Chief Information Officer
LandrumHR
Pensacola, Florida
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klahoma Property 
Company Enters Personnel 
Field,” read the headline of 
an article that appeared in 

the August 1, 1993, edition of The Sunday 
Oklahoman. Price-Edwards & Co., a very 
large commercial property management 
company, had recently launched a new 
company dedicated to staff leasing. The 
nexus between property management 
and staff leasing was employing people. 
Price Edwards recognized the value of 
providing turn-key employment solutions 
to property owners by including employee 
benefits and HR services to onsite 
workers. To capitalize on other employers’ 
growing desire to outsource human 
resources functions, the company formed 
Accord Human Resources and decided 
that the person responsible for the new 
business should be the company’s chief 
financial officer, Dale Hageman. 

In the spring of 1992, Dale Hageman 
and his colleague Marilyn Conyer 
embarked on a new career path in what 
was then known as the staff leasing 
industry. Over the next 20 years, Dale 
and Marilyn would grow Accord to be a 
nationwide PEO before selling the 

company in 2012. They weren’t done yet 
though. The longtime business partners 
soon formed a new PEO, Spirit Human 
Resources, based in Oklahoma City. Dale 
serves as CEO and Marilyn as president 
and COO. Their time in the industry has 
spanned many phases and periods of 
change, but above all their story rep-
resents the growth from industry 
pioneers to industry leaders.

A YET UN-NAMED COMPANY
You might expect that starting your 
second company in an industry with 
which you’re already familiar would be a 
smoother process than the first go 
around. That wasn’t quite the case for 
Dale and Marilyn. 

“We spent our first few months meeting 
weekly at a coffee shop to review the 
business plan for the yet un-named 
company,” Dale remembers. “The organi-
zational structure took more time to 
develop, but we certainly understood 
co-employment this time and had 
existing relationships with industry 
service providers, which helped.”

“When we started Accord, we used the 
property management infrastructure, like 

“O

SPIRIT HR
BY CHRIS CHANEY

FROM INDUSTRY PIONEER TO INDUSTRY LEADER

the payroll system and personnel,” 
Marilyn says. “We started Spirit with Dale 
and me plus our payroll person and 
administrative assistant. Everything 
from finding office space to setting up a 
phone system was all from scratch.”

Early on, Dale and Marilyn obtained 
Employer Services Assurance Corporation 
(ESAC) accreditation, something they 
had not done until many years after 
Accord had been formed. They also 
licensed a leading payroll software system 
right away, representing how the 
importance of technology had changed. 
For the first year of Accord, they actually 
outsourced payroll to a payroll provider. 
Technology was not an expectation of 
clients back then. 

While the circumstances surrounding 
the beginning of each PEO may be 
different, at their core the two PEOs are 
quite similar. 

“I can’t say that there is a lot of 
difference,” says Marilyn. “We wanted 
to continue offering our standard of 
high-level services because we saw  
a diminishment in service value in  
the market.” 

“Our core mission is to serve clients,” 
says Dale. “We have a similar client base, 
with a broad industry appetite for 
well-organized, well-funded companies 
that we think we can help grow.”

A NEW PHASE OF A MATURING INDUSTRY
Growth is a common thread in the PEO 
industry; as clients grow, so too does 
the PEO. This cycle has led the industry 
from a very boot-strapped entrepre-
neurial beginning to a new phase, which 
Dale characterizes as still entrepreneur-
ial but with outside capital and hired 
professional management. 
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Marilyn Conyer and 
Dale Hageman

“It took entrepreneurs with a bit of a 
wild, wild west attitude to get an industry 
built from nothing, but I think we have 
moved into a more mature environment,” 
Dale believes. 

He credits decades of trade association 
education, the proliferation of state PEO 
licensing legislation, and the immense 
investment of capital into the industry for 
this transition. 

This new phase has not altered the core 
PEO value proposition, but that’s not to say 
that everything is the same. Technology is 
the most obvious area of progress. 

“When we started Accord, a solid 
payroll system was considered high-

tech,” Dale says. “A time clock and a 
facsimile machine were the most 
technology clients had.”

Now, technology demos are a regular 
part of the sales process, and prospects 
frequently ask about automation and 
technology capabilities. In the 1990s, 
many businesses found the value in 
working with a PEO was measured by 
workers’ comp and health benefits cost 
savings. Today, the true value is in the 
PEO being a single-source provider for an 
entire suite of HR services and benefits 
that are integrated with technology. 

“Another area where I see change is 
that in the past, smaller clients were 

grateful for whatever you had to deliver,” 
Marilyn adds. “Now, business owners are 
more sophisticated and expect more 
products and services. A PEO must be 
able to deliver more than the basics, 
whether that’s applicant tracking, 
performance management, or some 
other service. Companies are looking for 
more automation.” 

Delivering value and high-touch service 
to clients is important to Dale and 
Marilyn and has been a key pillar of their 
two companies. From their vantage point, 
they have seen client expectations evolve 
and new areas of opportunity to provide 
value. The COVID pandemic accelerated 
some of those trends. 

Even though Spirit HR only actively 
sells in two states, the company is 
licensed in more than half of the 50 states 
because they’ve always served clients that 
have remote workers. However, the 
pandemic caused an uptick in worksite 
employees moving across state lines, 
which allows Spirit HR another way to 
serve clients. Dale also sees the ability to 
hire remote workers as a way to satisfy 
labor demand. 

“There’s more work than talent  
right now, businesses are desperate to 
find talent,” Dale explains. “One 
advantage of the pandemic is that we’ve 
seen that people can work remotely. So, 
the willingness to hire employees 
outside your geographic area expands 
the talent pool.”

NEW VALUE
The pandemic also highlighted the value 
a PEO brings when it comes to compli-
ance. The Families First Coronavirus 
Response Act (FFCRA), the Coronavirus 
Aid, Relief, and Economic Security 
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(CARES) Act, and the American Rescue 
Plan Act (ARPA) contain many provi-
sions that affect employers of all sizes. 
Like many PEO operators, Dale and 
Marilyn describe the time as chaos as 
they worked to understand the new 
rules, requirements, and regulations so 
they could inform and assist their 
clients. Dale also points out that the 
Paycheck Protection Program (PPP) 
exposed PEOs to a new area of service 
they previously had nothing to do with: 
bank lending support. 

Because the PPP was structured around 
keeping employees on the payroll and the 
PEO has the payroll reporting data, PEOs 
were suddenly thrust into the loan 
documentation world, which brought its 
own challenges. 

Working through the pandemic  
was certainly a challenging time, but 
the entire Spirit HR team persevered 
and relied on the close-knit family 
culture of the company. Several team 
members worked together for many 
years prior to Spirit HR, and they  
place a big emphasis on making  
sure new employees feel included  
and supported. 

This culture stems from Dale and 
Marilyn’s leadership and their commit-
ment to a shared set of ethics and  
values. They credit this for their many 
years of success and see it as important 
for any business. 

“If you’re not coming from the same 
place, it’s challenging,” Marilyn says. “As 
long as leadership comes from the same 
core values, those can be passed down 
through the organization.” 

Dale and Marilyn are bullish on  
the industry’s future and see many 
years of growth ahead. When asked 
about their goals for Spirit HR, they 
replied that they’re committed to and 
focused on growing Spirit to be as 
well-known and as well-respected as 
Accord was. 

They are well on their way.  

PEO VOICES

CHRIS CHANEY

Member Communications Manager
NAPEO
Alexandria, Virginia

DELIVERING STRATEGIC INSURANCE SOLUTIONS TO THE 
PEO INDUSTRY SINCE 1993 

Jeff Rendel, CEO 
(561) 408-5465 
jrendel@stonehengeis.com

Troy Reynolds, President 
(561) 951-4315 
treynolds@stonehengeis.com

W W W . S T O N E H E N G E I S . C O M  

Today, the true value 
is in the PEO being a 
single-source provider  
for an entire suite of  
HR services and benefits 
that are integrated  
with technology.
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JASON FINN

Director of Client Services
PrestigePEO
Melville, New York

DAWN LIVELY, MBA, PHR

COO/President
FullStack PEO
Indianapolis, Indiana

One of our clients, a fresh seafood 
retailer, has been in business at the 
Grand Central Terminal Market—
located right in the heart of midtown 
Manhattan—since 1998. For more than 
two decades, busy commuters would file 
in daily to grab lunch, fresh seafood 
selections, and premium prepared 
dinners to take home to their families. 
When COVID hit, the company instantly 
experienced a shocking reduction in 
sales due to the decreased foot traffic—
and it still faces a near 70 percent 
reduction today. 

Its story, however, is far from over. 
Though the company faced the threat  
of going out of business at the onset of 
the pandemic, the federal Paycheck 
Protection Program (PPP) brought hope. 
With our help, the client applied for  
and obtained a PPP loan, which helped 
it keep employees on the payroll and 
develop a strategy to adapt. Without  
the PPP loan, the company would not 
have survived. 

Today, the seafood retailer has 
successfully pivoted to a delivery-based 
service model, offering free delivery 
throughout New York City. The company 
partnered with local third-party grocery 
delivery platforms and offers delivery via 
popular apps. A major key to its contin-
ued success was the addition of nation-
wide shipping through a partner, which 
enables the retailer to deliver its 
high-quality catches overnight to 
anywhere in the United States. 

Another client, a law office, was forced 
to close last March like many other 
businesses due to a COVID-related court 

order. Without a PPP loan, the client 
faced the possibility of having to lay off 
nearly 75 percent of its staff. We helped 
collect and analyze all the payroll 
information required to complete the 
application. Our HR specialists worked 
around the clock to help gather all the 

historical data needed, complete complex 
calculations, and ensure all PPP loan 
applications were submitted on time. 

Once the law office received the funds, 
the client hired back everyone it was 
originally forced to furlough. The 
practice reopened remotely at first, and 
the team has now returned to its office 
location. The business is doing great, and 
is on its way to loan forgiveness as well.  

PPP LOAN SUCCESS STORIES

BY JASON FINN

THE STORIES OF TWO CLIENTS

BY DAWN LIVELY, MBA, PHR

REBOUNDING & GROWING

Today, the seafood 
retailer has successfully 
pivoted to a delivery-
based service model, 
offering free delivery 
throughout  
New York City.

More than 80 percent of our clients 
applied for PPP loans throughout the 
rounds that were made available to 
small businesses. During that time, we 
prepared a multitude of reports, letters, 
and other documents to help them, 
both with the original application 
process and with the forgiveness 
portion. We also found NAPEO’s letter 
very helpful as a template for explaining 
the PEO relationship and the non-ne-
cessity of 941s for some of our clients to 
provide to their banks. The items our 
clients needed varied greatly, depending 
on which banks they used, and it made 
for a variety of reporting and supple-
mental documentation. Overall, our 
clients were very thankful for us as a 
resource in their time of need, providing 
accessibility, promptness of turnaround, 
and technology, giving them what they 
needed when they needed it.

One client, a 45-employee software 
technology firm, secured a loan to help 
fund payroll expenses during the 
economic downturn, and it has since 
been forgiven. The company maintained 
operations without having to lay anyone 
off and it has rebounded and grown in 
recent months.  
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MONICA DENLER

President/CEO
InTANDEM Human Resources, LLC
Denver, Colorado

BY MONICA DENLER

RISING LIKE A PHOENIX

We were thrilled to be able to help a 
locally famous aesthetics clinic thrive in 
the most formidable economic circum-
stances of its or our existence. Picture 
this: Your business involves making 
people feel gorgeous by way of skin care, 
anti-aging processes, body treatments, 
make-up, and the like. You and your 
team thrive and delight by helping 

people in the community achieve their 
beauty goals. You are told that all of this 
has to come to an end, indefinitely, due 
to a pandemic involving a highly 
contagious virus. 

Enter the PPP. This client reached out to 
our PEO in a panic, needing urgent help 
to pay its team members and keep them 
in active status while the state of 

Colorado said they had to shut down. We 
are happy to report that the client 
qualified for the PPP loan, opened back up 
safely when our governor and the Centers 
for Disease Control and Prevention (CDC) 
permitted the reopening, and thrived, 
despite the extremely intimate nature of 
their existence in conjunction with their 
beloved clients. The company did not have 
to lay off employees, the loan was 
forgiven, and it even moved to a new and 
stunning upgraded location. We were told 
repeatedly that our assistance in getting 
the reports to apply and receive the PPP 
loan was instrumental in the client rising 
like a phoenix.  

Enter the PPP. This client 
reached out to our PEO in 
a panic, needing urgent 
help to pay its team 
members and keep them 
in active status while the 
state of Colorado said they 
had to shut down.
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NAPEO’S 2021 PEO CAPITOL SUMMIT
MAY 19 & 20

WELCOME
NAPEO President & CEO Pat Cleary

• As with every new administration and Congress, there are new appointees, a new 
lineup at the agencies. This is the backdrop against which we operate.

•  During COVID, there were unprecedented levels of government action, but PEOs 
survived and prospered.

•  NAPEO sent congressional directories to our members: Reach out to Members of 
Congress, introduce yourself, tell them what you do, and be a resource.

•  The industry is growing. That increases our visibility and gives us more political clout. 

OPENING GENERAL SESSION
Political Analyst Chris Stirewalt
Politicians see a marching band and run 
after it to get ahead and pretend to be the 
drum major. Good politicians know how 
to lead the parade that’s already going.

DOL & OSHA UPDATE
Amie Remington, Esq., Landrum HR 
Ted N. Kazaglis, Esq., Jackson Lewis, P.C.
John M. Polson, Esq., Fisher Phillips
Enforcement and investigations will increase. 
Make sure your HR people are up to date on 
vaccine info, HIPAA, and the consumer 
privacy act.

PEO UNIQUE INDUSTRY ISSUES

 
The COVID public health crisis had a significant effect on 
employers, and therefore PEOs. PEOs had to make sure they 
didn’t over-pivot to expose themselves to liability.

TRUTH IN ADVERTISING: COMPETITIVE PEOS  
& OUTLANDISH CLAIMS

Find marketing people who understand the PEO industry. They 
can create risk by using the wrong terms.

Nick Kapiotis, Esq., NAPEO, Moderator
Brian M. Nugent, Esq., Akerman, LLP

Elisabeth Shaw, Esq., MBA, Inc.
Lisse Kravetz, Esq., TriNet Group, Inc. Gordon M. Berger, Esq., Fisher Broyles

Kathleen Nolan, Esq., TriNet Group, Inc.
Jose G. Santiago, Esq., Alcott HR Group
Hannah Walker, Esq., UniqueHR
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EMERGING ISSUES: TAX CREDITS & DEFERRALS 
Nick Kapiotis, Esq., NAPEO, Moderator
Randy Hardock, Esq., Davis & Harman LLP
Christine M. Whitbourne, Esq., Paychex 
Business Solutions, LLC

Courtney A. Zinter, Esq., Davis & 
Harman LLP
Amy Strong, Esq., ADP TotalSource, Inc.

Clients have to put the pieces together to show they are eligible 
for the credits. The process for claiming it is still uncertain.

CASE LAW UPDATE
Steven A. Pletcher, Esq., Scopelitis, Garvin, Light, Hanson & Feary
William H. Weissman, Esq., Littler Mendelson, P.C.

These new court decisions, holdings, and rulings illustrate the 
types of issues PEOs are running into in their operations. 

ASK THE BENEFITS LAWYERS: A Q&A SESSION WITH PEO 
BENEFITS ATTORNEYS
Nick Kapiotis, Esq., NAPEO, Moderator
Sheldon J. Blumling, Esq., Fisher Phillips
Michael Hadley, Esq., Davis & Harman, LLP

Seth T. Perretta, Esq., Groom Law Group
Malcolm C. Slee, Groom Law Group

Provide reminders to retirement plan participants to protect their 
own data. DOL investigations about cybersecurity are more 
important. Be prepared.

ETHICS: CYBER SECURITY & PRIVACY IN A REMOTE  
WORKFORCE WORLD
Nick Kapiotis, Esq., NAPEO, Moderator
Christy S. Hawkins, Esq., Akerman, LLP

Joseph Lazzarotti, Esq., Jackson Lewis, P.C.
Mario Springer, Esq., Justworks, Inc.

It’s time well spent going through a risk table top exercise. There’s 
a lot you can learn in a safe environment about what you know 
and what you may have in place and what you don’t.
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DON’T LET THE 
ARPA TRIP 
UP YOUR ACA 
COMPLIANCE
BY MALCOLM C. SLEE, ESQ. AND SETH T. PERRETTA, ESQ.

n March 11, 2021, 
President Biden signed 
into law the American 
Rescue Plan Act of 2021 

(ARPA), one of a series of COVID relief 
bills enacted by Congress since the 
beginning of 2020, and the first one to 
become law under the Biden administra-
tion. One of the most important provi-
sions of ARPA expands the availability of 
premium subsidies for individuals who 
purchase health insurance on one of the 
Affordable Care Act (ACA) exchanges. 
While this provision was intended to 
make individual health insurance more 
affordable, it has a secondary effect that 
could significantly impact employers—it 
has the potential to materially increase 
possible exposure to ACA employer 
shared-responsibility (employer 
mandate) penalties, and may also 
impact related ACA tax reporting. Why? 
It has to do with the interplay of the 
eligibility rules for ACA premium tax 

credits and the triggers for ACA 
employer mandate penalties. 

Under the ACA, premium tax credits 
are generally available to individuals 
with household income between 100 and 
400 percent of the federal poverty line 
who purchase insurance through an 
exchange. However, for 2021 and 2022, 
ARPA eliminates the upper income limit 
for eligibility for premium tax credits 
(400 percent of the federal poverty 
level). ARPA contains a requirement that 
individuals contribute a certain percent-
age of income toward coverage, which 
will generally cause eligibility for the 
premium tax credit to phase out for 
individuals at higher income levels. But 
generally, the income limit increase 
expands the availability of subsidies to 
many more households.

EMPLOYER MANDATE ISSUES
Why does this raise potential employer 
mandate issues? Remember that the 

employer mandate penalties, which 
generally apply to employers with 50 or 
more full-time employees, can be trig-
gered if any full-time employee of the 
employer is certified as eligible to receive 
an applicable premium tax credit. One of 
two penalties can apply, which we refer to 
colloquially as the A-penalty under Code 
Section 4980H(a)) and the B-penalty 
(under Section 4980H(b)).

•  The A-penalty applies for any month 
in which the employer fails to offer 
at least 95 percent of its full-time 
employees (and their dependents) 
the opportunity to enroll in 
minimum essential coverage under 

an eligible employer-sponsored plan, 
and one of the full-time employees 
is eligible to receive a premium tax 
credit. The penalty is based on the 
employer’s total number of full-time 
employees, less 30 full-time employ-
ees. This could potentially be a very 
significant penalty for employers 
that do not provide adequate 
coverage to a significant percentage 
of their employees.

•  The B-penalty applies if a full-time 
employee who is eligible for a 
premium tax credit and receives 
coverage through an exchange was 
offered, but declined, employer- 
sponsored coverage that is considered 

Because more individuals 
will be eligible for premium 
tax credits due to ARPA, 
there will be more 
potential triggers for the 
assessment of employer 
mandate penalties.
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“unaffordable” or does not provide 
minimum value. This penalty 
applies on a per month, per full- 
time employee basis, so it is generally 
less costly for most employers than 
the A-penalty.

The bottom line is: Because more 
individuals will be eligible for premium 
tax credits due to ARPA, there will be 
more potential triggers for the assess-
ment of employer mandate penalties. 
When an individual is eligible for a 
premium tax credit and enrolls in 
exchange coverage, the IRS will 
cross-reference that individual’s Form 
1095-C (and the employer’s Form 
1094-C) to review whether the employer 
was offering coverage in accordance with 
its employer shared-responsibility 
obligations. If not, an A-penalty or 
B-penalty may be assessed.

REDUCING EXPOSURE TO PENALTIES
What can employers do to protect 
themselves? By far, the most critical step 
is to make sure the employer is offering 
minimum essential coverage to at least 
95 percent of its full-time employees, as 
that will protect the employer from 
exposure to the A-penalty (which can 
easily result in penalties of hundreds of 
thousands, or even millions, of dollars 
for the largest employers). Employers 
that want to insulate themselves from 
any potential penalty should confirm 
that the coverage they are offering is 
considered “affordable” under one of the 
safe harbor tests developed by the IRS. 
Simply put, if the coverage is considered 
“affordable” under an IRS safe harbor 
and meets the “minimum value” require-
ments, the employer cannot be assessed 
a B-penalty even if the employee 
declines the coverage, enrolls in 
exchange coverage, and qualifies for a 
premium tax credit. 

Essentially, the IRS safe harbors for 
determining whether employer-spon-
sored coverage is affordable are based on 
whether the employee’s share of the 

premium for self-only coverage exceeds a 
specified percentage of the employee’s 
household income. For 2021, that 
percentage is 9.83 percent. The IRS safe 
harbors allow an employer to determine 
whether its health coverage is affordable 
based on three different metrics: 

•  An employee’s wages for the calendar 
year as reported in Box 1 of his or her 
Form W-2 (W-2 Safe Harbor);

•  The employee’s hourly rate of pay, so 
long as the hourly rate of pay remains 
unchanged (Rate of Pay Safe Harbor); or

•  100 percent of the federal poverty line 
(Federal Poverty Safe Harbor). 

While these safe harbors have been 
important for employers since the 
employer mandate came into effect, the 
increased availability of premium tax 
credits under ARPA has increased the 
stakes. Employers that want to avoid 
employer mandate penalties should 
absolutely confirm that their coverage 
satisfies one of these safe harbors for 
2021 and 2022. 

Lastly, we note that the expansion of 
the premium tax credits creates a 
different consideration for small employ-
ers that are not subject to the employer 
mandate. In theory, if a small employer 
currently offers health benefits to its 
employees, but many of them could 

qualify for the expanded premium tax 
credits, it might make more economic 
sense for the employees to obtain 
individual insurance through the 
exchanges, and for the employer to 
terminate its group medical coverage (at 
no risk of penalties for not offering group 
coverage, because it is not subject to the 
employer mandate). The elimination of 
group health coverage is always a daunt-
ing prospect, but employers should be 
willing to adapt to the constantly 
changing economics related to the 
provision of health benefits.   

This article is designed to give general and timely 
information about the subjects covered. It is not 
intended as legal advice or assistance with individual 
problems. Readers should consult competent counsel 
of their own choosing about how the matters relate to 
their own affairs.

MALCOLM C. SLEE, ESQ.

Principal
Groom Law Group
Washington, D.C.

SETH T. PERRETTA, ESQ.

Principal
Groom Law Group
Washington, D.C.

PERCENTAGE OF WORKSITE EMPLOYEES OFFERED HEALTH BENEFITS THROUGH A 
PEO-SPONSORED PLAN

From NAPEO’s 2020 Financial Ratio & Operating Statistics Survey report. 

44.4%

All Respondents

49.8%

Largest Firms
5,000+ WSEs

41.3%

Mid-Range Firms
3,000-6,000 WSEs

47.4%

Medium Firms
1,500-5,000 WSEs

32.7%

Smallest Firms  
Fewer than 1,500 WSEs
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EOs have been sponsoring 
multiple-employer plans 
(MEPs) for decades. In the 
summer of 2019, the 

Department of Labor’s (DOL’s) final rule 
affecting specific MEPs clearly showed 
the way for association retirement plans 
to be offered by existing organizations 
such as associations formed to adminis-
ter MEPs and, more relevant to this 
audience, created a safe harbor for PEOs 
to do the same. Then, taking a step 
further in late 2019, Congress passed the 
Setting Every Community Up for 
Retirement Enhancement Act (SECURE 
Act), which amended the Employee 
Retirement Income Security Act of 1974 
(ERISA) in various ways. Of particular 
interest to PEOs is that the SECURE Act 
created a new type of MEP called a 
pooled employer plan, or PEP. This new 
concept stirred up the retirement 
services community the first few months 
of 2020, at least until the COVID 
pandemic took priority.

WHAT IS A PEP?
The historical MEP could only be used by 
a bona fide group or association of 

employers controlled by its members and 
formed for a reason other than providing 
retirement benefits to its members. 
Beginning on January 1, 2021, the PEP 
allows unrelated employers to join in 
offering a retirement plan to participants 
as a single employer. This has the poten-
tial to be a game changer for access to 
affordable retirement, which is precisely a 
goal of both the prior and current 
presidential administrations. 

WHAT ARE THE REQUIREMENTS OF A PEP?
A PEP must choose a pooled plan provider 
(PPP), which becomes the PEP’s named 
fiduciary. It also must designate at least 
one trustee—who cannot be a plan 
employer—who will be responsible for 
collecting contributions for the plan and 
holding plan assets. PEPs also require 
that each plan employer retains fiduciary 
responsibility for selecting and monitor-
ing the PPP and any others designated as 
named plan fiduciaries. The employers 
must also retain responsibility for the 
investment and management of the 
assets attributable to the employer’s 
employees to the extent not delegated to 
other fiduciaries by the PPP. 

A primary job of the PEP is also to 
ensure that its employers, participants, 
and beneficiaries are not subject to 
unreasonable restrictions, fees, or 
penalties. It also must make sure that the 
PPP meets its responsibilities.

WHAT IS A PPP? 
The pooled plan provider operates the PEP 
and is the named fiduciary under ERISA 
as the plan administrator and the person 
responsible for performing the plan’s 
administrative duties. The PPP must 

register with the DOL using the EFAST 
registration system, www.efast.dol.gov, 
before beginning to operate as a pooled 
plan provider. The PPP must provide plan 
employers with disclosures and other 
information as required by the DOL. 

BENEFITS THROUGH  
DIFFERENCES OF A PEP
A significant benefit of the pooled 
employer plan is cost savings of the 
model, reached by the economies of scale. 
The PEP differs from a traditional MEP in 
several ways in addition to lacking a 
commonality requirement. Employers 
will find that a PEP affords a single plan 
document, allows for a single audit, and 
allows for one Form 5500 filing, all of 
which increase the cost effectiveness of 

P

PEP 
PRIMER
BY FARRAH L. FIELDER, ESQ.

In addition to reinforcing 
employer status, one of 
the strengths of the PEO 
MEP is the power of the 
aggregated payroll.
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the PEP. These minor tweaks to the 
traditional MEP truly open the PEP  
to a variety of employers previously 
unable to afford to offer retirement plans 
to their employees. 

WHO WOULD BE INTERESTED  
IN PEPS, FROM THE PROVIDER SIDE  
& THE CONSUMER SIDE?
Financial services companies such as 
trust companies, banks, record keepers, 
consultants, and third-party administra-
tors have shown interest in offering PEPs 
or providing services to them. It is 
expected that these types of entrants will 
market PEP services as the appetite for 
PEPs increases.

After many years of discussion over 
what to do with administrative service 
organization (ASO) clients and retirement, 
PEOs and ASOs have received the answer 
with the advent of the PEP. Whereas the 
traditional PEO MEP has been limited to 
PEO clients, the PEP is open to non-PEO 
clients, which gives ASO owners an 
additional option to promote stickiness 
through this new retirement solution. 

WHAT ABOUT THE PEO MEP?
The PEO MEP is still the most logical 
option for the PEOs. PEOs strive to be 
considered employers. Offering MEPs to 
clients is yet another way PEOs fortify 
their standing as exactly that. In 
addition to reinforcing employer status, 
one of the strengths of the PEO MEP is 
the power of the aggregated payroll. 
This unique aspect of the PEO relation-
ship lends to the ease of administration 

of the PEO MEP. Also, the typical PEO 
MEP fund lineup is like PEOs in 
general: No two are exactly alike. It is 
likely that as PEPs enter the market-
place, they will not have the breadth of 
lineup options that are offered in PEO 
MEPs. This limitation will likely 
support the continued success of the 
closed PEO MEP. 

PEP OR MEP—FUTURE
PEPs and PEO MEPS are likely here to 
stay. Whereas the PEO MEP has been a 
staple of retirement for decades, it is 
likely that the PEP will also have 
longevity. As Americans live longer, 
access to retirement will be increasingly 
important, and having multiple ways to 
get to it is a benefit to individuals, 
employers, and the government. The 
financial feasibility for providers to offer 
PEPs is one of the larger questions, but it 
is probable that the PEP provider that 
works in volume will profit and therefore 
continue to provide this retirement 
option to employers. 

This article is designed to give general and timely 
information about the subjects covered. It is not 
intended as legal advice or assistance with individual 
problems. Readers should consult competent counsel 
of their own choosing about how the matters relate to 
their own affairs.

HOW COVID HAS 
AFFECTED AMERICANS’ 
RETIREMENT PLANS
One in four Americans are planning 

to retire later because of COVID, a 

recent survey by MagnifyMoney 

found. This includes 42 percent who 

lost income during the pandemic. 

Other findings include:

•  48 percent of people with retire-

ment savings accounts either 

stopped saving or decreased their 

contributions amid the crisis. 

About one in six haven’t started 

saving again.

•  77 percent of those who took 

money from their retirement 

savings during the pandemic at 

least somewhat regret it, and about 

three-quarters have already begun 

paying themselves back. 

•  59 percent of consumers feel like 

they’ll never catch up to where they 

need to be. 
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isaster (noun): “A sudden 
calamitous event bringing 
great damage, loss, or 
destruction.” Merriam-

Webster Dictionary.
In business, the loss of essential data, 

systems, or communications can be the 
disaster that leads to failure. What 
options should be considered to prevent 
the worst-case scenario of losing the core 
data that every company needs to 
operate effectively? 

CREATING REDUNDANCIES
I will focus on two primary types of data: 
physical and digital. There are several 
ways these data can be managed to create 
effective redundancies. In the end, 
redundancy is key to ensuring that when 
disaster strikes, you and your company 
are in the best position to continue to 
provide services for your clients. 

Physical copies of information go 
back as far as recorded history itself. 
“Wet signatures” are still a mainstay 

requirement for many legal documents, 
contracts, and agreements. While making 
redundant physical copies of this infor-
mation and storing them in an offsite 
location is always recommended, the 
immediate access to those copies can 
become very limited or restrictive in 
many disaster scenarios.

Using a scanner or digital archiving 
solution to create a digital backup of 
physical documents is a cost-effective 
way to create redundancies. These files 
can be saved in various formats that 
make viewing them simple and quick. 
Multiple copies of these digital scans can 
be used to keep backup copies on a local 
network. Cloud storage makes redundant 
copies more accessible in the event of a 
disaster, eliminating the need for a 
communal workspace. 

Digital copies of documents of 
physical and digital origin stored on a 
local network are an effective way to 
view the scope of information they 
contain. They can serve as a backup 

copy of a file that may have already been 
stored on a personal computer or tablet. 
However, simply having a copy of a file 
sitting on a server should never be 
considered as the final step in creating a 
quality redundancy. 

Documents, spreadsheets, databases, 
and all other server data formats should 
be routinely and incrementally backed up. 
This affords the user the opportunity to 
retrieve the data when it has been inadver-
tently removed or replaced. Data backups 
should be performed once daily, at a 
minimum. By incrementally backing up 
data, the risk of losing it is lowered 
dramatically. This holds true even in the 
scenario of bad actors infecting the 
network with ransomware and the like. 
Restoring from the last known backup 
can make a significant difference in this 
situation because it allows the company to 
get back up and running relatively quickly. 

Cloud services such as Google Drive 
and Microsoft OneDrive are great options 
to consider for redundancy of usable data 
as well as copies of the incremental 
backups mentioned previously. The 
decentralized nature of the cloud 

D

DATA BACKUP   
OPTIONS 
FOR PEOS
BY JOHN BUSH

Documents, spreadsheets, 
databases, and all other 
server data formats 
should be routinely and 
incrementally backed up. 
This affords the user the 
opportunity to retrieve 
the data when it has been 
inadvertently removed  
or replaced.
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eliminates the physical requirement for a 
centralized local server and being able to 
access the network that it resides on. 

Service-level agreements from cloud 
service providers often include redundant 
instances of your data. This allows for a 
margin of error in the case of maintenance 
and provides a backup in the event of 
failure. Many of these agreements offer an 
add-on feature that includes the ability to 
have incremental backup of the data. Some 
will maintain document-level revisioning 
capabilities to afford greater flexibility to 
restore documents to a previous state.

Having three or more layered redun-
dancies for all your documents can 
increase the likelihood of still being able 
to conduct business even in the worst of 
disaster situations by eliminating any 
single source point of failure and access to 
those documents. This same philosophy 
of redundancy could, and in my opinion 
should, be considered even for personal 
documents, photos, videos, and other 
important data.

In all cases of redundancy, it is 
important to identify, and stick to, a 
single source of origin for each docu-
ment. This means the source document 
should always exist in a single desig-
nated space and all other copies should 
be considered just that, copies. Edits or 
intended changes should originate from 
the identified location and then be 
propagated accordingly to the redun-
dant stores. This ensures that edits or 
changes ultimately make their way to 
all destinations in a consistent state.

HIGHEST LEVEL OF PROTECTION
These measures can increase the likeli-
hood of maintaining an acceptable level 
of service while recovering from a 
localized disaster. It is important to note 
that this will not necessarily help in the 
case of a cloud service being impacted by 

JOHN BUSH

Director of IT Development
Tilson HR
Greenwood, Indiana

will be a huge step towards the success-
ful navigation through a disaster. 

It is important to note that imple-
menting one or more of these measures 
should be considered only the first step 
in a disaster recovery plan. It is equally 
important to test these plans at least 
annually. Schedule time each year to 
review your processes and how to use 
them in the event of an outage or 
disaster. I strongly encourage you to 
simulate an outage, if possible, and try 
to conduct your day-to-day processes 
using your redundant sources and adjust 
your plan for what did and did not work 
by doing so. While it can be a tedious 
and painful process initially, when 
disaster strikes, the fruits of this labor 
will be very much so realized.  

A NEW WAY TO THINK ABOUT 
DATA PROTECTION?
We generally think that we are each responsible for pro-

tecting our own personal information and data. We are told 

again and again how to protect ourselves online and guard 

our personal data from hackers, phishers, and social engi-

neers intent on accessing our information. Even companies we do business with are vulnerable 

to large-scale data breaches. 

Some governments are starting to explore a new concept in data protection: data trusts. 

According to the Open Data Institute, “Data trusts are an approach to looking after and making 

decisions about data in a similar way that trusts have been used to look after and make deci-

sions about other forms of asset in the past, such as land trusts that steward land on behalf of 

local communities.”

The Massachusetts Institute of Technology (MIT) Technology Review identified data trusts as 

one of its 10 breakthrough technologies for 2021. The concept is fairly new and the structure is 

still being defined, but early examples are promising.

a major outage or breach. While one may 
not have direct access to the back end of 
these systems to create backup redundan-
cies, there are two important steps to 
ensure the highest level of backup 
protection is in place. 

First, it is important to understand 
what backup plans your service provid-
ers have in place to restore their services 
in the event of a disaster and what the 
timeframe would be to execute on those 
plans. This will provide you with an 
opportunity to devise a strategy for 
maintaining service levels if their 
services are unavailable for any reason.

Second, if it is possible to do so, 
maintain a redundant copy of all 
databases, files, and other information 
that is contained in your cloud service. 
This redundancy will allow at least some 
level of access to information that you 
need to conduct your day-to-day busi-
ness. While the manner that you would 
access this information will undoubtedly 
be different, the ability to access it at all IL
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n a remote business world, 
companies are looking to 
hire the best talent 
regardless of location. Now 

that many teams are fully remote, PEOs 
can expand their markets to a wider 
client base without even getting on a 
plane. By doing so, you can strengthen 
existing client relationships as well as 
attract new prospects.

There are two major ways you can grow 
and add new business: Growing your 
number of clients and growing your 
clients’ businesses. Within these two 
strategies, PEOs can take multiple routes 
to garner favor with clients across the 
country—even around the world—to 
build their businesses. 

HELP COMPANIES HIRE IN YOUR  
MARKET—FROM THEIR LOCALITIES
PEOs often help companies based in 
other states hire in their states, fre-
quently with local representatives in 
those markets. Professionals who 
champion your PEO in other cities can 
help you control the story told about your 

company across the country. Seventy-two 
percent of industrial and B2B companies 
prefer to source locally, according to a 
survey by the Thomas Network. Having a 
salesperson near your prospects’ offices is 
a route to new business.

The local professionals you might 
choose to represent your PEO could be 
peers who are not employed by you but 
receive commission if they refer pros-
pects. Alternatively, you could hire one 
person in that region to actively drive 
sales. The decision depends simply on 
finding the right person to fit either role, 
perhaps through your professional 
contacts in other markets. 

BUILD UP YOUR EXISTING  
CLIENTS’ BUSINESSES
Beth Bronfman of View, the Agency, 
suggests companies can help their 
clients grow by providing the visibility 
they lack. Help them “see around 
corners.” Your PEO might have an 
objective view of upcoming hiring or 
retention challenges in your market and 
could give clients a heads-up. For 

example, is the trend for a certain 
benefit becoming less of a boon and 
more commonplace in your state? Do 
employees expect more flexibility to be 
built into their workdays in the near 
future? What seems obvious to your 
PEO and local market may be a gem of 
wisdom for clients using your service 
from other locations.

Bronfman also highlights the impor-
tance of being an open-minded problem 
solver. This can mean supporting clients’ 
growth in ways that are counterintuitive, 
such as growing outside your market. 
Their success is your success, so it makes 
sense to support their expansion, even if 
it seems contrary to your immediate 
interests. For example, clients might have 
an interest in testing demand abroad, 
gathering international insight, diversify-
ing teams, hiring in cheaper jurisdictions, 
or targeting specific skill hubs around the 
world. Whatever the motivation, your 
clients will be thrilled to know they can 
stick with their long-time PEO and 
expand quickly and easily.

To support their international growth, 
expanding your solution to include a 
trusted employer of record allows your 
clients to hire in the countries where your 

I

Companies are constantly 
testing new markets 
and need solutions to 
help them care for their 
employees, even if they 
relocate back to their 
home states or somewhere 
they can afford larger 
homes, for example.

GROWTH STRATEGIES 
FOR THE  
MODERN  PEO
BY DIANE ALBANO
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PEO does not have a presence, ensuring 
they don’t turn to your competitors for 
assistance. When your clients might have 
already been investigating other hiring 
options, offering a service extension that 
allows them to continue using you as a 
valued partner drives client retention for 
your PEO.

SUPPORT EMPLOYERS WHO  
CHAMPION RELOCATION
Companies are constantly testing new 
markets and need solutions to help them 
care for their employees, even if they 
relocate back to their home states or 
somewhere they can afford larger homes, 

for example. Remote work has given 
company expansion a booster shot in the 
sense that it’s now easier than ever to 
hire the best candidates, regardless of 
their locations. 

After more than a year of working 
remotely, we know that it can increase 
efficiency and employee loyalty: 78 
percent of remote employees want to 
work remotely to avoid distractions and 
27 percent of employers reported 
increased company productivity, even 
during a pandemic, according to an 
article on the Intuition Publishing 
website. Companies feel comfortable 
expanding their teams outside their 
current cities in a remote-first work-
place. Your PEO can capitalize on this by 
supporting companies with employees 
who have decided to live farther from 
HQ in your locality.

DON’T DISCOUNT PROSPECTS DURING 
THEIR GLOBAL EXPANSION PHASE
While your local market undoubtedly 
has world-class candidates, your 
prospects know that it’s not the only 
source of recruits. Automattic founder 
Matt Mullenweg wrote: “If 95 percent 
of great programmers aren’t in the U.S., 
and an even higher percentage not in 
the Bay Area, set up your company to 
take advantage of that fact as a 
strength, not a weakness.” Therefore, 
your clients are right to be location-
agnostic about hiring.

This could seem like a threat to U.S. 
PEOs, but it needn’t be. Given remote 
work’s advantages, recruiters are 
looking further afield, and PEOs should 
have an ace in pocket to retain clients 
and prospects that think this way. 
Choosing an international add-on that 
lives up to your best-in-class domestic 
capabilities means your sales team will 
be offering prospects a comprehensive 
solution for talent around the world. 
Moreover, as they grow internationally, 
their U.S. base on your payroll will 
likely expand. 

BUILD OUT A REFERRAL PROGRAM
Many companies grow through refer-
rals, but not every enterprise has an 
established program that rewards this 
loyalty. Through your own clients, you 
can reach new levels of growth, but it 
must be operationalized. 

Don’t rely on good-will referrals. 
Create mechanisms that reward your 
clients in ways that help them grow, and 
even retain employees. For example, you 
could offer clients personal or team-
based bonuses or preferential rates for 
your own services should they reach a 
certain number of referrals.

Gina Smerecki at Continuity Programs 
advises leaders to choose their timing 
carefully when broaching the subject of 
referrals: “You might be tempted to ask 
for a referral immediately after a sale; 
however, you’ll often find more success by 
allowing customers some time to evaluate 
your product or service, which can 
produce a more valuable testimonial.” 
Smerecki also suggests a simple and 
free-of-charge gesture: Send a personal-
ized thank you to every customer who 
offers a referral.

DRIVE NEW VALUE FOR EXISTING  
CLIENTS & PROSPECTS
All these tactics are well within the reach 
of PEO leaders and do not have to incur a 
major expense. Look at retention as a 
source of growth, not because it’s more 
cost-effective than getting new clients, but 
because those same clients can increase in 
size and raise demand for your product. 
Similarly, these loyal customers can help 
PEOs build their client bases. Global 
leaders know the value of creating oppor-
tunity where others are not looking, and 
this is a key to long-lasting client relation-
ships and exciting new business.  

RELOCATION, RELOCATION, 
RELOCATION
A recent survey of 2,888 American work-

ers conducted by CraftJack found that 61 

percent of workers would move if offered 

the option to permanently work remotely. 

Other findings include: 

• 87 percent think they should be paid 

the same even if they move to a more 

affordable area; 

• 87 percent would work at a company 

where they never meet their cowork-

ers in person; 

• 57 percent of remote workers say time 

zone differences interfere with their 

remote work; and 

• 57 percent of remote workers favor 

starting and ending their work day 

when a majority of their coworkers do. 

DIANE ALBANO

CFO
Globalization Partners
Boston, Massachusetts
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12 MONTHS AFTER PANDEMIC STARTED, 
PEOS IMPROVING STEADILY & CONFIDENT 
IN THE FUTURE
The results of NAPEO’s PEO Pulse survey 
for the first quarter of 2021 show that 
revenue growth reached its highest level 
since Q4 of 2019:  

•  18 percent experienced “signifi-
cant” growth and 29 percent 
experienced “some” growth during 
the quarter; and

•  Just 5 percent saw “significant” 
declines and 18 percent had  
“some” declines.

Profits and worksite employee (WSE) 
wages also continue to gradually climb:

•  Gross profits and operating profits 
continue to see more increases than 
decreases overall in Q1;

•  Nearly half of PEOs reported an increase 
in profits, with 16 percent experiencing 
a “significant” increase; and

•  WSE wages also continued climbing 
during the quarter.  

Client headcounts remained largely flat 
and trail pre-pandemic numbers:

•  Most clients maintained their 
headcounts in Q1, though they are 
still being affected considerably by the 
pandemic and are not matching 
historic norms; and

•  WSE headcounts were unchanged for 
half of the respondents, increased for 
a quarter of the respondents, and 
decreased for the remaining quarter 
of respondents.

 
Internal staffing levels are starting to 

slowly rise:
•  The typical PEO maintained its 

number of internal employees during 
the quarter;

•  Nearly 30 percent of PEOs increased 
their staff counts since Q1 of 2020, 
with 8 percent adding a “significant” 
number of internal employees; and

•  13 percent somewhat reduced their 
employee headcounts.

PEOs have strong confidence in the 
year ahead:

•  For the first time since 2019, all PEOs 
expect the number of WSEs to either 
stay the same or grow over the next 
12 months;

•  92 percent of PEOs expect growth 
and 34 percent expect significant 
growth; and

•  PEOs’ Expected Growth Index1  
surged to 4.26, its highest level  
since Q2 of 2017!  

1    The Expected Growth Index is based on an average score on a five-point scale: 1 = Significant Decrease / 3 = 
No Change / 5 = Significant Increase. 

2   Throughout this report, all data reflects the “typical” PEO, “typical” describing the median (middle) value for a given 
item.

3   Internal employees excluding sales staff.

NAPEO’s Pulse Survey was developed by the Accounting Practices Committee in 2017 and is conducted quarterly 
among members to take the pulse of the PEO industry through a series of easy-to-answer questions. For more infor-
mation about NAPEO’s Pulse Survey, please contact Melissa Viscovich at mviscovich@napeo.org or 703/739-8161.

Increased Significantly

Increased Somewhat

Decreased SignificantlyStayed About the Same

Decreased Somewhat

NAPEO QUARTERLY PULSE 
SURVEY—Q1 2021 RESULTS: 

TYPICAL PEO2

WSEs per 
Client 20

Clients per 
FTE3 8

WSEs per 
FTE3 151

HOW DID THE FIRST QUARTER 
OF 2021 COMPARE WITH THE 
FIRST QUARTER OF 2020?

STAYED ABOUT THE SAME

PEO REVENUE

18.4%29
.0%

RESPONSE COUNT 38

29.0%

29.0%

18.4%
5.3%
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STAYED ABOUT THE SAME

AVERAGE ANNUAL WAGE PER  
WORKSITE EMPLOYEE (WSE)

35.1%

RESPONSE COUNT 37

54.1% 7.9%

15.8%

29.0%

31.6%

GROSS PROFIT ($)

STAYED ABOUT THE SAME

RESPONSE COUNT 38

29.0%

STAYED ABOUT THE SAME

35.1%

NUMBER OF CLIENTS

RESPONSE COUNT 37

10.8%

37.8%

16.2%

STAYED ABOUT THE SAME

NUMBER OF WORKERS’ COMPENSATION CLAIMS 
REPORTED TO CARRIER

RESPONSE COUNT 35

5.7%

51.
4%

31.4%

51.4%

STAYED ABOUT THE SAME

 
AVERAGE NUMBER OF WSES PER CLIENT COMPANY

52
.6%

21.1%

23.7%

RESPONSE COUNT 38

52.6%

STAYED ABOUT THE SAME

OPERATING INCOME ($)

5.3%31.6%

34.2%

15.8%

13.2%

RESPONSE COUNT 38

34.2%

21.1%

13.
2%

7.9
%

57.9%

STAYED ABOUT THE SAME

NUMBER OF INTERNAL EMPLOYEES (INCLUDING SALESPEOPLE)

RESPONSE COUNT 38

57.9%

54
.1%

8.1%

2.6%

15.8%

8.6%

2.9%

HOW DO YOU ANTICIPATE YOUR NUMBER OF WSES WILL 
CHANGE OVER THE NEXT 12 MONTHS?

      INCREASE SOMEWHAT

WSE PROJECTION

RESPONSE COUNT 38

57.9%

57.9%

7.9%

34.2%

Increased Significantly

Increased Somewhat

Decreased SignificantlyStayed About the Same

Decreased Somewhat

2.7%

35.1%

PEO GROWTH
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WSE PROJECTION TREND REPORT: Q3 2016 TO Q1 2021

38%
47% 41%

61%
51%

55% 58%
55% 71% 71% 71%63%

33%
23% 27% 29% 24%

12%

38%

Q1-20 Q2-20 Q3-20 Q4-20 Q1-21Q3-17 Q4-17 Q1-18 Q2-18 Q3-18 Q4-18 Q1-19 Q2-19 Q3-19 Q4-19Q3-16   Q4-16   Q1-17 Q2-17

1% 2% 3% 2%3% 3%
6% 8%

3%
9%9%

42%

5% 4%
12% 12% 15%

14%
9% 6% 7%

76%
66% 67%

65%
14%

15%
11% 8%

8%

61% 59%
58%

25% 24%
34%

58%

18%
36%

28% 30%
20%

8%

72%

Expanding into a new state? Starting a new PEO? Need to check 
the UI rates for 2021? Look no further than NAPEO’s Regulatory 
Database!
NAPEO’s comprehensive regulatory database provides up-to-date, detailed information 
about the broad range of laws and regulations affecting the PEO industry in all 50 states 
and at the federal level. The Federal Regulatory Database is the starting point for research 
into federal laws and regulations affecting PEOs. For each state, the State Regulatory 
Database includes:

•  Qualifying to do business
•  PEO registration/licensing
•  Unemployment insurance
•  Workers’ comp
•  Health and other benefits

•  Sales and other corporate taxes
•  Starting or terminating the PEO-client 

relationship
•  Records and record retention 

requirements

NAPEO’s Regulatory Database
An Exclusive Member Service

www.napeo.org/regulatory-database
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LETTER FROM THE NAPEO  PRESIDENT

PAT CLEARY

President & CEO
NAPEO
Alexandria, Virginia

s I write this, another PEO 
Capitol Summit (PCS) is in 
the books. Better still, it will 
be our last virtual meeting—

forever, we hope. The NAPEO team here 
pivoted as it always does and produced 
another top-notch event. We had a great 
program and a terrific turnout. 

Whenever there is a change in adminis-
tration (and in Congress), you can count on 
changes in laws and regulations. The Biden 
administration has 4,000 political appoint-
ments to make throughout government, 
1,200 of them Senate-confirmed. Those 
slots are spread throughout departments 
we care about—and who care about 
us—Treasury, Health & Human Services 
(HHS), and, of course, the Department of 
Labor (DOL). This year’s PCS was especially 
relevant, as biennial and quadrennial PCS 
events tend to be. 

This being a political town, we always 
feature a speaker to give us the political lay 
of the land. This year’s speaker was Chris 
Stirewalt, the former political director of 
Fox News. Chris did not disappoint with his 
many insights and his encyclopedic 
knowledge of history. Rather than speak for 
his allotted hour, he chose to speak for 30 
minutes and then take questions. As usual, 

our audience was not shy and had some 
terrific questions about the current state of 
play in American politics. Lamenting the 
current climate, someone asked if it will 
change, and if so, how? Chris made a great 
point, making a plea for insisting on civic 
education and history education being 
taught in schools. He said we need to “be 
worthy of our heritage,” and noted that so 
much of the bitterness and enmity today 
grows out of a fundamental misunder-
standing of—or lack of appreciation 
for—civics and history. It was a point that 
resonated with us all. 

Turning to the legal programming, our 
own Nick Kapiotis, general counsel of 
NAPEO, found himself frequently in the 
moderator’s chair, honchoing panels on a 
wide range of issues. I continue to be 
impressed with the caliber of our members. 
We drew from a wide swath of both 
outside and inside counsel, and they did 
not disappoint. All were informative and 
insightful. All gave real, hands-on, practical 
advice. Watching the comments, the chat, 
and the chatter throughout was both 
entertaining and validating. Attendees 
clearly enjoyed themselves and enjoyed 
the content. From “Unique PEO Industry 
Issues” to a “DOL & OSHA Update,” to 

“Truth in Advertising,” the topics were spot 
on. The latter panel emphasized the 
importance of the relationship between the 
sales and marketing team and the general 
counsel. Again, it was a theme that 
resonated with everyone. 

Day two began with “Emerging Issues,” 
which translated into tax/Employee 
Retention Tax Credit (ERTC) issues. Again, a 
terrific panel of inside and outside experts 
fielded many questions from the attendees. 
The “Ask the Benefits Experts” panel that 
followed was also bombarded with questions 
(thank you, Doug Abronski!) about the IRS 
COBRA guidance that had only been 
released the day before. Suffice it to say, it 
was a timely session. 

Along the way, there were plenty of 
networking opportunities, including 
“Lunch & Learn” presentations on discrete 
issues impacting PEOs. We also found time 
for some fun, with “Cocktails & 
Conversation” and Game Night. 

I thank all of you who attended. We are 
as happy as you are to be done with virtual 
meetings. Our first in-person meeting is 
our CFO & Payroll Seminar, June 23 and 
24 in Tampa, Florida. Of course, our 
Annual Conference & Marketplace will be 
September 27 to 29 in San Antonio, Texas. 
We are looking forward to seeing you all 
there, live and in person!   

A

VIRTUAL PCS    
A SUCCESS 
BY PAT CLEARY

GET READY FOR LIVE EVENTS

Whenever there is a 
change in administration 
(and in Congress), you can 
count on changes in laws 
and regulations.



Coming in 2021
Things are going to change



For more information, please have 

your insurance agent contact us: 

artexinfo@artexrisk.com 

630.285.3869 

https://www.artexrisk.com/peos/

Get Forward-Thinking 

PEO Solutions  

With Artex

At Artex, business is personal. 
For over 26 years, Artex has provided seamless, superior service to leading PEOs 

of all sizes in conjunction with our carrier partner, Zurich. 

Our workers’ compensation solutions have stood the test of time, supporting PEOs 

through economic, regulatory and insurance market cycles—and now a pandemic. 

Through thick and thin, Artex is with you, whatever comes your way.

Artex is appointed as the exclusive Program Administrator by Zurich North America for the PEO industry, but is not a subsidiary of Zurich. Coverages are underwritten by member companies of Zurich in 
North America, including Zurich American Insurance Company. Coverages are subject to terms, conditions and exclusions stated in the policies. Certain coverages are not available in all states. Coverages may 
be subject to certain limitations or modifications in some states. *For the latest Best’s Ratings and Best’s Company Reports, visit the A.M. Best website at www.ambest.com.

Artex provides risk transfer consultation and alternative risk management solutions for our clients. When providing analysis, recommendations or advice regarding risk implications and risk transfer strategy, 
we offer it as general recommendations for risk mitigation and to limit financial exposures. Any statement or information provided is for informational purposes and is neither intended to be, nor should it be 
interpreted as, insurance broker, tax, financial, legal or client-specific risk management or mitigation advice. We recommend consultation with tax, legal and financial advisors for business-specific advice for 
your company. 

© 2021 Artex Risk Solutions, Inc. Entity License No. 100307031   ATX39591




